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Abstract—Low-cost wireless routers are changing the way point for the client is chosen, and (2) avoiding loss while
people connect to the Internet. They are also very cheap, albeit route changes take place in the wireless mesh. Related work
quite limited, Linux boxes. These attributes make them ideal 55 |goked into these benefits in wireless environments,([19

candidates for wireless mesh routers. L. .
This paper presents a minimally invasive mechanism for [13], [4]). Other applications can also benefit from redurtda

redundant multipath routing in kernel-space to achieve high rnultipath_ routing (Section V). However, r_edundant multl‘pa
reliability with high throughput in a mesh network. This service IS not natively supported by current operating systemstitign

is essential for achieving fast, lossless handoff as mobile deviceshe routing mechanisms that can be used in these networks to
roam throughout the wireless mesh coverage area. However, re- sar-level implementations.

dundant multipath is not natively supported by current operating In thi h
systems, limiting the routing mechanisms that can be used in n this paper, we propose a new approach to support re-

these networks to user-level implementations, which can greatly dundant multipath forwarding in kernel space. When a packet

degrade performance. is received for the first time by a node in the mesh network
We show an architecture that integrates this mechanism in (referred to as mesh entry-point), the routing service daeso

a wireless mesh_ system, resulting in a high-throughput 802.11 the mesh entry-point in the packet. Then, at every mesh node,

mesh network with fast handoff over low-cost routers. . . .

packets are routed (possibly to multiple next-hops) adngrd

to the entry-point embedded in the packet. Our solution does

not add any overhead to data packets, utilizing existingespa
Low-cost wireless routers are revolutionizing the way pe@n the IP packet header instead.

ple connect to the Internet. The ease of deployment at homerne contributions of this work aref1) A novel mecha-

or office on one hand, and the good Internet connectivifism for redundant multipath routing in kernel spa(®. An

they provide on the other, have made these wireless routgfehitecture that integrates kernel-level redundant ipath

ubiquitous. These routers are also a revolution from amothgyyting in a wireless mesh system, resulting in the first

less known perspective: They are very cheap, albeit quigyh-throughput 802.11 mesh with fast handoff over lowtcos

limited, Linux boxes (around $50 a piece). These attributesyters.(3) A publicly available open-source implementation
make them very attractive and convenient for developers ¢ the kernel modules for Linux.

implement their own applications.

Wireless mesh networks extend the connectivity area of Il. BACKGROUND
mobile devices beyond the limited range of a single access
point. They are also very affordable when implemented with The routing process involves computing routes to a destina-
off-the-shelf low-cost wireless routers. These networks ction, usually taking into account the distributed and dyitam
be easily deployed inside a building, campus, or on a largature of the underlying network, and the actual forwardifg
geographical area without requiring every access pointeto the packets. Packebuting, which specifies the rules on how
physically connected to the Internet. A lot of research dlier packets will be forwarded, is commonly performed in user
last few years has focused on making wireless mesh netwoslgsice, allowing different protocols to be easily deplogaiid
a reality, including MIT Roofnet [10], Microsoft MCL [1], upgradable (OSPF [18], RIP [12]). PacKetwarding on the
and UCSB MeshNet [15]. other hand, typically resides in the kernel to forward paske

Redundant multipath routing (i.e., the ability to simultaas fast as possible. Thus, routing relies on the forwarding
neously send the same packet over multiple routes) is empabilities provided by the operating system. This apgroa
essential service for increasing the reliability of wisdemesh allows operating systems to be both flexible and efficient.
networks. For example, as mobile clients (laptops, PDASs)Previous work has looked into bypassing the kernel from the
roam throughout the area covered by the mesh netwodgmmunication path [20]. However, it requires a sophistida
their point of attachment (access point) must change tadavairchitecture, in addition to special support from the hamchy
loss of connectivity. Redundant multipath can help achieve common approach to extend the routing services provided
uninterrupted connectivity during handoff by: (1) sendingy the kernel (without requiring kernel modifications) is to
packets through multiple access points to the mobile ¢ltent build user-level routers that forward packets at applcati
deal with unexpected client movements while the best accédseel. RON [6] uses this approach to route packets through

I. INTRODUCTION
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Fig. 1. The routes to a mobile client (multipath routing). Fig. 2. Architecture.

an overlay network to increase the reliability of the endspace to user space in order to determine the next hop. After a
to-end path. End-System-Multicast [14] and Spines [3] algouting decision is made, the packet must be returned teekern
route through an application router to support overlay iva#t space where it is sent on the network. That is, the user-kerne
without infrastructure support. boundary must be crossed a minimum of two times per hop.
Other work has looked into operating system support for We describe next a mechanism that achieves efficient re-
wireless ad-hoc routing protocols. Chakeres and Beldinigindant multipath routing in kernel space. The idea behind i
showed in [9] an in-kernel design and implementation of the simple: each node maintains multiple kernel routingeapl
ad-hoc AODV protocol using Netfilter modules, and showedne for each node in the mesh network, with route entries
performance improvement compared to user-level ad-hoc peet according to the multicast trees determined by ourmguti
tocols. Kawadia et al. [16] proposed a complete architectyprotocol.
to support ad-hoc protocols in-kernel and a generic ad-hoc ,
support library for user-level programs to control differad- A Architecture
hoc protocols. In wireless mesh networks, it is possible for packets to
SMesh [4] recently showed how overlay multicast can tsart flowing in the mesh from different sources. Several
used in wireless mesh networks to provide fast handoff toternet gateways may coexist in multi-homed wireless mesh
unmodified 802.11 clients that connect transparently usingtworks [5], any of which may need to forward packets to
DHCP. SMesh allowsnultiple access points to service thethe client. Also, since clients may communicate with other
client during handoff, as it works in ad-hoc mode. In SMeslglients in the mesh network, virtually every access point is
packets sent by the mobile client are diverted from the Kermeapable of being the source of packets in the mesh. To provide
to the Spines user-level overlay router. Multicast trees apptimal redundant multipath routing in these networks heac
calculated in a way similar to that of MOSPF [17]. SMeshode must consider the mesh source and the destination of
encapsulates client packets and sends them through tHayveeach packet in order to determine the appropriate forwgrdin
network to the access points serving the destination. Omee tule for that packet. Inside the mesh network, this can be
packets are received by the destination’s access pointssEMviewed as a multicast routing problem (multi-source multi-
strips the overlay headers and forwards the original paitketdestination multicast routing) Figure 1 shows how packets
the mobile client using a raw socket. are forwarded to the mobile client from two different sowrce
We used the SMesh wireless mesh system as a testbednede 1 and node 2) Note that nodes must forward the
implement and evaluate the benefits and drawbacks of thackets differently depending on the source of the packet.
approach presented in this paper. Based on the description above, it is clear that a node must
decide what are the next hops for a packet based on the mesh
lll. OS SUPPORT FORREDUNDANT MULTIPATH ROUTING  gniry-nointas well as the destination address of the packet.
User-leveloverlay routing allows users to implement anyHowever, the entry-point cannot be determined by just logki
protocol without requiring any special support from therlgdr at the packet destined to the client (the source address in
The SMesh system uses this approach to implement redundaet IP header is not the address of a mesh entry-point, but
multipath, essential for achieving a seamless handoff. &/hthe actual address of the sender, which can be another mesh
very convenient, routing the entire traffic through usercepa

becomes prObIematlc for low-cost wireless routers WthVEhasolution as it suffers from lower reliability due to the laok 802.11 link-

limited processing power. It is widely known that forwargin layer retransmissions. An alternative is to use IP-multitashels, with an
packets through user space results in higher CPU utilizatiedditional unicast tunnelon each hop, but this approach incurs additional

when Compared to kernel space The overhead can be sag_ce in the packet as well as processing overhead on eaeh nod
' Note that these mesh nodes are not the actual sources. Ra#yeare the

trib_Uted to two primary factors: memory copies and Comem’des that first received the packet in the mesh network,refitbm Internet
switches. Each routing node must copy the packets from keraefrom clients connected to them.

1Tunneling the unicast packet in an IP-multicast tunnel is aotiable



entry point: set IPID
set TOS

client or an Internet address). One solution to keep track of
the entry-point is to tunnel each packet from the entry-poin all routers: sot umrc it MuLTIHOP
in the mesh to the mobile client. However, we need to iNStruct oo e\ ossaan J S FOMID A oS Roumisl>
the kernel to remove the tunnel in the last hop, right before
sending the packet to the client, which requires new kernel l
functionality. Otherwise, the mobile client may discareégsh @lm
packets. Another less obvious solution is to encode the mesh
entry-point in some of the existing space in the IP header
of the packet. Specifically, we can encode the IP address Fig. 3. Implementation in Linux.
of the entry-point into the identification field from the IP
header (also referred to as IPID). This isl@bit field used
to identify the fragments of the IP datagrams. Together wigtestination. Fortunately since version 2.2, the Linux kernel
the offset field, it is used by the IP layer to reassemble tisipports defining multiple routing tables and permits golic
fragmented datagrams. As the packet travels in the netwofRuting (a.k.a. rule based routing), which allows selegtiif-
the intermediate routers must leave the IPID field unchangderent routing tables based on criteria other than the ritstin
To make a distinction between the original source (entriptpo address. In our case, each mesh node maintains a routing
in the mesh) and the rest of the nodes (routers) along the pagle for each entry-point in the network, and includes ichea
we use a bit frontype of servicdTOS) field, specifically, the routing table an entry for each multicast group. That is, one
costbit. This approach benefits from no overhead in the mediguting table corresponds to all multicast trees that haat t
in terms of packet size, and from the fact that no modificatiohpde as a source.
to the packet is necessary except at the entry-point of ttame To alter the IPID field of the IP header, we wrote a simple
Even if very convenient, modifying the IPID of the packetgletfilter kernel module. The selection itself of which ragfi
may create problems in the case of fragmented traffic. Hob@ble to use, given the IP encoded in IPID, is done with
ever, current studies show that IP packet fragmentatiorts iolicy routing usingfwmark a mark carried by the kernel
commonly used today, and it amounts to betwéeand 2% as the packet travels through the kernel stack. Note that the
[8] of the overall traffic. While advocating for or against théVetfilter rules required to alter IPID field and to detmark
use of fragmentation [11] is outside the scope of this papéfe added/deleted at run-time since all possible entrytpoi
we choose to ignore the mesh entry-point when the pacl@&g not known in advance.
is fragmented, and forward it through a single path. Other Normally, a routing table specifies a single forwarding
solutions to encode both the fragmentation and the mesjr-enfiction to be taken in a deterministic manner for a given
point are possible. However, considering the small amofint BAcket. Thecowri G 1 p_RoUTE_MULTI PATH Option in the kernel
the fragmented traffic, we believe this is a practical way f&ionfiguration permits specifying several alternative pdtr a
our system to support it. destination. If no weight if given, the kernel considersthéise
Our approach to routing packets in the kernel is as followBaths to be of equal cost and chooses in a non-deterministic
We first define a routing table in the kernel for each acce¥@y whichoneto use when a packet arrives. Instead, we would
point in the mesh, i.e., for each possible mesh entry-paint. like to send the packet to multiple nodeisultaneouslyif the
each table, we add a route entry for each possible destipatigiulticast tree indicates that. Therefore, we wrote a Netfilt
i.e., for each client (Figure 2). This entry may inclusieveral target module, called MULTIHOP, which sends a copy of the
next-hops, depending on the multicast trees determinediby §acket to each next-hop found in the routing rule for a given
routing daemon. Then, we instruct the kernel to encode ih egé¢€stination. In order to use this module, one needs to retemp
packet the mesh entry-point when the packet is first seerein H€ kermel to export a function required to access the rgutin
mesh network. Each node looks for this information at ea¢ble (ib_lookup. Other than this, no changes are required in
incoming packet to select what routing table to use. Then tH& kemel. The module is available for download from our
kernel forwards the packet according to the entry that has tHePsite.
client address as the destination. For the example presemte Figure 3 shows the path of a packet through the Linux
Figure 1, routers will use different forwarding tables if the kérnel and the places where it interacts with our scheme.
packets come from sourdeor source2. In addition, to route Immediately after the packet gets in, the entry-point of the
packets from the clients to the Internet, each node sets inf€Sh must change the IPID field and set the TOS bit. Both the

main routing table the route to the closest Internet gatewayentry-point and any intermediate router set fhenark when
processing a packet for routihg/Ve use thewr_I p_PRE_RoUTI NG
Netfilter hook to do these modifications. The packet is then
passed back to the kernel networking stack, where it goes
There are several challenges in implementing such an ar- ' ' '
chitecture with the current services provided by the Linu>f< 30ne of”our goals is also to do as little changes as possibleetdernel,
. . it any at all.
kernel networking stack. Essentially, we need to be able Ouymarkis an internal mark in the kemel's packet data structure, dows

forward packets simultaneously on multiple paths to theesanot involve changing the packet as in the case of IPID and TOS.

B. Implementation
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into the routing mechanism in which tHe/mark is used to IV. EXPERIMENTAL RESULTS

choose the appropriate routing table. After the routingsies  \ve evaluate our kernel redundant multipath scheme using
is taken, but before leaving the interface, the packet @=&Cloy._cost Linksys WRT54G wireless routers running with a
the MULTIHOP module. Additional copies of the packet argnird-party Openwrt firmware [2]. As this firmware was ini-
created if there is more than one next-hop in the route. TRgjly puilt using Linux kernel 2.4, we implemented our kern
module will simply exit if there is only one next-hop. Wemodules for this version of Linux. Some of the experiments
register the MULTIHOP module at ther_ip_posT_ROUTING  \yere performed using only wired connections, showing the
afterward. performed in a wireless testbed bf nodes deployed among
C. Other considerations three buildings in our campus. In these experiments, the dat
; ; rate was set to 24 Mbpsthe transmission power to 50 mWw,
The maximum number of clients supported by our arCh(!i-nd the 802.11 link-la EjeSr retransmission Ii?nit?to
tecture is limited only by the internal memory of the routers ' y

We maintain one entry in each routing table per client, which. Overlay vs Kernel CPU comparison test

requires a total 082 x NV bytes in kernel memory, whem¥ is The first experiment demonstrates the CPU limitation and
the number of nodes in the mesh network. As an example, 1€ effect on the packet loss rate as the transmission rate
Lmksyg WRT54G W'“:"ess router has 16 MB of RAM, a_nqncreases. A client computer was connected to a router that
assuming only 5 MB is available to be used for the routingyas setup as an Internet gateway. Packets were routed to
we could theoretically support at least 9,000 mobile cBeM  ong from the client computer. To avoid losses caused by
reality, this number is much greater because an entry iskddge ireless link-layer contention, we performed this test

in a routing table only if the router is on the path towards thgnnecting the client to the router with a network cable. We

client. As the size of the r_nesh network increases, moremgutisen 160-hyte UDP packets, emulating VoIP streams, at rates
tables need to be maintained; however, as the clients m“kcorresponding to an increasing number of full-duplex VoIP
to be spread evenly throughout the network, the number of

entries maintained by each router does not significantlywgro SHigher data rates are possible in denser networks.
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100

streams between the client and the Internet. Each (one-way)
stream has a rate of 64 Kbps. We monitored the average CPU ~ *f
load (Figure 4) and the loss rate (Figure 5). The iepxis e r
shows the corresponding number of packets/sec. or
To understand better the overhead of our kernel approach,
we included an additional scenario: kernel routing without
the overhead of Netffilter rules required by our scheme. We
can see that with the overlay implementation, the CPU starts
to be saturated at 400 pkts/s (4 full-duplex VOIP streams,
or 512 Kbps), in our kernel implementation at 5,000 pkts/s

60 -

50 -

40

Percentage of packets

30

Overlay

(50 streams or aprox 6.4 Mbps) while in kernel “without re- o Kemel - ]
dundant multipath” implementation at 6,000 pkts/s (60zstre e L B I R T T T e ra e
or aprox 7.6 Mbps). In each of these three scenarios, after a ey (niseconss)

while, the loss rate starts to be non-zero: less than 8 sgream Fig. 10. Packet latency CDF.

(1 Mbps) for overlay, 51 streams (6.5 Mbps) for kernel and
64 streams (8 Mbps) for kernel without our additions.

B. Overlay vs Kernel TCP throughput and RTT test modes while moving throughout our 17 node wireless mesh

This experiment evaluates theaximunthroughput that can network. Note that, as the two experiments were done sequen-
ially to test the maximum achievable throughput, the sagae

be achieved in a multi-hop wireless network when forwardi\?\%a .

through user and kernel space with our maodifications. handofts COUId. .not be replicated pe_tween the two runs, eve

connected 5 Linksys WRT54G routers in a simple “"nethough the'moblllty p?”em was S'”.“'a“ The mesh ’?e‘WO”‘

topology, and measured the TCP throughput while sendiﬂ portu_nlstlcally assomates_ Fhe mobile device to accesip
pending of current conditions. In order to see how far we

traffic from Internet to the client. Note that this continues ¢ the Int ¢ qat lot with a dotted line th
be a very controlled test. We only use one client, and we do (€ 'rom the Internet gateway, we piot with a dotted finé the

use background traffic to influence our results, as our gdal jsaccess point that currently services the_cllent. The hotédo
obtain the throughput upper bound. We performed tests W“Hes .mark when the number of hops increases by one. To
the client placed 1, 2, 3, 4 and 5 hops away from the Intern%fnp“fy t_he grap_hs, we m_cluded_only the routers that were
gateway. The throughput results are presented in Figuree6. olved in T‘af‘d"”g the client. W'Fh the o_verla_y routinget
also measured the round trip time (RTT) for both, overlay aﬁaroughput Is just above 2 Mbps if the client is 1 or 2 hops
kernel routing, with and without background traffic (Figur way from the Internet gateway (routers 31 and 32, 33 and 36).

7). TCP throughput for 1 hop improved from a CPU-limite his is consistent with the throughput reported in the presi

amount of 2.1 Mbps to a bandwidth limited amount of abo pst As the number of hops increases, the throughput deops t
i Mbps and even lower. In the kernel routing, the throughput

10 Mbps in our setup. The round-trip latency from overlay .
more than 3 times the one from kernel for 1 hop, and even ‘4#S about 8.5 Mbps for 1 hop access points, 4.3 Mbps for 2

4 hops it is much above the kernel implementation. hops and it drops to 1 Mbps when the client is 6 hops away
from the gateway (router 28).
2) UDP latency: We now compare the improvement of
1) TCP throughput: Figures 8 and 9 present the TCPpackets latencies when routing in overlay and in kernel
throughput achieved over time in both overlay and kernelodes. We use a full-duplex UDP traffic, consisting of 160-

C. Overlay vs Kernel in the deployed testbed:



byte packets sent every 20 ms at a rate of 64 Kbps, fc
5 minutes. As before, we run this experiment with a clien
moving throughout the network. We focused on a \oIP:
like traffic as a representative application that posesrseve
latency requirements. As opposed to the RTT presented in tl
controlled test (Figure 7), we measure the one-way latefcy 1
the packets received by the client. Figure 10 shows a CDF 1
the packets latency. We can see that al30dt of the packets
were delivered in under 10.5 ms using the overlay while in
the kernel implementation they arrived within 3.7 ms.

V. ADDITIONAL APPLICATIONS

" . . . the
Traditionally, redundancy is equivalent to resiliencypat

ing the entire system to function as a whole when some
its components fail. In the case of routing, existing protec
are self-healing such that, upon detection of a route fjlur 1
the protocol will search and/or establish a new routing patll‘l
if one exists. The problem lies in the process of detectin%
the failure, which usually involves a timeout to expire afte
relatively large amount of time. While reducing these tintsou [4]
is not desirable in routing protocols, as they may generate d
gerous oscillations, we believe that using redundant pathi
forwarding in case of uncertainty offers a viable solution f
resilient routing.

With our redundant multipath scheme, wireless network
could route each packet with a different level of resilience
Consider the network shown in Figure 11 where the source
can reach the destination through one or more paths. The@e
paths may be disjoint, and the number of paths may depend
on the current state of the network and the levels of resiéen
needed (note that these routes cannot be managed by multicgg
trees). The graph shows the paths for three possible letels [9]
redundancy. Utilizing our approach, different routing lésb
can have entries that correspond to different levels of medu
dancy. Then, each packet can carry its desired reliab#itgll
in its IPID so that each router is able to forward the packé&Ql
using the appropriate forwarding table.

Redundant multipath can also be used to send time-sensiiivg
information in hostile environments where nodes may be com-
promised by an adversary. While existing byzantine routing
protocols [7] try to detect bad links and avoid routing thgbu [12]
compromised nodes, this detection will take some time. With!
redundant multipath, the redundancy level of packets can be
based on the importance of the data as well as on the currgat
threat level in the working environment.

(5]

[15]
VI. CONCLUSION

This paper introduced a kernel-level redundant multipatt!
mechanism to increase reliability in mesh networks. The
architecture was integrated in a real system consistingwef | [17]
cost routers, resulting in a high throughput wireless meﬁrﬁ%
network with fast-handoff. We also showed that redundant
multipath is a useful component to have in Unix-like kernels
for other applications. Experimental results show thahgsi [20]
the kernel-level redundant multipath service achieveseclo

to optimal performance. An open source implementation of

Source,

Destination

Fig. 11. Generic Redundant Multipath.

kernel modules described in this paper is available at
Ww.smesh.org.
0
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