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Abstract

Run-timecertificatescanbe usedto efficiently checkthe correctnessf computationatesultswith relatvely small
time andsoftwareredundang. However, certificatesheretoforenave hadto be customizedo specificalgorithms.
In this papermwe provide boththeoreticalindexperimentakesultsregardingthe useof certificatedor wide classes
of algorithmsbasedn commondata-structur@perationslUsingananswesvalidationmonitoringapproachcer
tificatescanbe createdor avariety of algorithms.Specifically this paperdiscusseanswetvalidationmonitoring
of disjoint-set-uniorand priority-queueoperations.The correctnes®f the answervalidationapproachs rigor-
ously demonstrated Experimentalresultsare presentedor four well-known algorithmsusing priority queues:
shortespath,heapsortHuffmantree,andskyline. It will be seenthatthe certificateutilized for eachalgorithm
is genericin the sensdhatit is applicableto any algorithmusinga priority queue.The experimentakesultscom-
parethe certificateapproachusing answesvalidation monitoringto a two-versionprogrammingapproach.lt is
seerthatthe certificate-basedpproachassignificantlylower overhead Furthermorethe advantageof usingthe
certificateapproachbecomegyreaterasthe size of the algorithminput increasesmaking the approachparticu-
larly attractve for low-overheadenhancemertf the dependabilityof operationsassociateavith computationally

intensve applications.
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1 Intr oduction

Software mustbe highly reliable, continuouslyavailable, and extremely safe[1]. However, the compleity of
softwarecontinuego increaseandcorrespondinglyhe existenceof softwarefaultsduring systemoperationalso

increaseswhich in turn makesit very difficult and costly — if not infeasible— to performcomprehense and
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rigorousfault avoidanceor fault removal techniques.indeed,even thoughsuchtechniquesnight be emplgred
exhaustvely during software developmentphasesthereis still no guaranteg¢hatthe softwareis not errorprone,
since,for example,mary run-time faults are transientand unpredictableregardingtheir sources and therefore
might only manifestthemseles during run-time operations. As a result, practicalsoftware systemscanrarely
be assuredo be free of faults or totally resilientto errorpronebehaior. Accordingly varioussoftware fault
tolerancetechniqueshave gainedimportancein applicationsof dependablesystemsbecausef their purported
capabilitiesin delivering acceptableesultsin the presenceof software/hardware faults (especiallythoseof a
transientature).Suchfault toleranceechniquegandynamicallyevaluateanswergprovided duringtherun time

of softwareapplicationgo determinewvhethercorrectresultsarebeingprovided.

As examplesof softwarefaulttolerancdechniquestherecovery block approach2] usesacceptanceestsand
alternatve procedurego producea correctoutputfrom a program which is structurednto blocksof operations.
Formalmethodologiedor the definition andgeneratiorof acceptanceests,however, have not beenfully estab-
lished. A programresultcheckingapproacH3] developsanalgorithmto checkthe outputof anotheralgorithm
for correctnesandthusis similar to an acceptanceestin a recovery block. The checkingalgorithm may be
calledmultiple times,basedon the input/outputspecification®f a problemonly, not the specificalgorithmbeing
checled. Anotherpopularsoftwarefault toleranceapproactis N-versionprogramming4, 5, 6], whereN func-
tionally equialentsoftware versionsareindependentlydevelopedand executedgiven the sameinput, andtheir
outputsaresubsequentlgomparedo detectfaults. Lik e resultchecking,/NV-versionprogramminghaslarge time

andsoftwareredundang

A differentyet more generaland efficient fault toleranceapproachhasbeendescribedin [7, 8] usingthe
concepiof a certificate In essencea primary programis modifiedto not only producethe results,but alsoleave
behindatrail of information,referredto asa certificate.A secondaryprogramtakesthe samenputasthe primary
programplusthe certificateandeitherproducegshe sameresultsif they arecorrector indicatesthatanerrorhas
occurredn theprimaryprogram.The certificatehasto be customizedor eachspecificalgorithmandbe extracted

againfor otheralgorithms evenif they areimplementedisingthe samedatastructure.

In this paper we formulatean answervalidation problemfor abstracidatatypesthatcanbe usedby a wide
rangeof algorithms(i.e., notrestrictedior usewith aspecificalgorithm).We thendescribea two-phaseschemao
solwe this problemby usinga significantlygeneralizedtertificate-basedpproactin the systemthatwasinitially
introducedn [7]. We developthis schemdor disjoint-set-uniorandpriority queueabstractiatatypes,andfurther
demonstratets effectivenessand efficiengy in suchalgorithm applicationsas shortestpath, heapsortHuffman
tree,andskyline thatutilize priority queuedatastructuresOurempiricalevidenceshawvs thatthecertificate-based
approachwithout a needof customizingthe certificatesto ary of the four specificalgorithmsbeingconsidered
but enablingthemto begenerallyapplicableto ary algorithmsusingpriority queuescanachieve upto 3.5folds of

run-timespeed-upn comparisorto thetwo-versionprogrammingapproactfor validatingthe answersf various



algorithmswith abstractdatatypes. Moreover, asthe sizeof the datasetsemployed in the algorithmsincreases,
the adwantageof certificate-basedpproactis evengreater makingitself particularlyattractve for low-overhead

enhancementf thedependabilityof operationsassociateavith computationallyintensve applications.

The restof this paperis organizedasfollows: Section2 reviews the conceptof two-versionprogramming
andcertificate-basedpproachesSection3 formulatesandsolvesthe answealidationproblemfor abstractdata
typesby usingcertificate basedon an exampleof disjoint-set-uniordatatype. Section4 and Section5 illustrate
the applicationto answervalidation of priority queuedatatype. Section6 compareghe experimentalresults
of answervalidationfor shortestpath,heapsortHuffmantree,andskyline problemsusing certificatewith those

usingtwo-versionprogramming.Section7 concludeghis paperwith discussiongn futurework.

2 Two-Version Programming and Certificate-basedApproach

2.1 Two-Version Programming

Without lossof generality we considerN -versionprogrammingwith N = 2 for the simplicity of presentation.
Two-version programmingconsistsof two independentlydevelopedprogramsto solve the sameproblemand
comparethetwo outputsgeneratedor agiveninput. If thetwo outputsareequalthenthe outputis correct.If the
two outputsaredifferentthenanerrorhasbeendetectedlt is easyto seethattwo-versionprogramminghasboth
time andsoftwareredundang In addition,theremightbeerrorsduringbothexecutionswvhich causebothoutputs
to beincorrect,andyet equalcoincidentally Thereforewe mustconstrainthe classof errorsunderconsideration
andone naturalconstraintstatesthat errorsarerestrictedto modify only the executionof one of the programs.

Thematerialbelov presentsheseideaswith moreprecision.

Definition 1 A problemP is formalizedasa relation,i.e., a setof ordered pairs. Let D bethe domain(thatis,
the setof inputs) of therelation P andlet S betherange (thatis, the setof solutions)for the problem. We say
an algorithm A solvesa problemP iff for all d € D whend is inputto A thenans € S is outputsud that
(d,s) € P.

Definition 2 LetP : D — S bea problem. A solutionto this problemusingtwo-vesion programmingconsists
of algorithmsimplementingwo functionsF; and F» with the following domainsandranges 7, : D — S and

Fy : D — S. Thefunctionsmustsatisfythe following threeproperties:

(1)for all d € D ther existss € S sud that F; (d) = s and(d, s) € P
(2)for all d € D ther existss € S sud that F5(d) = s and(d, s) € P
(3)forall d € D Fi(d) = F»(d)



Hence, F; and F» both solve problem P andthey agreeon the answerseven when multiple answersare
possible. Note thatthis meansF; and F» arethe samefunction. We usetwo function namesin orderto allow
thecarefulstatemenof thetheoremgivenbelon. Thetheoremalsousesvariantfunctionswhich aremarkedwith

primes.Theseprimedfunctionsareintendedo capturethe notionof the occurrencef errors.

Theorem1 Let F; and F» satisfythedefinitionof 2-version programming

Let F{ beanarbitrary functionwith domainD andrange S.

Foralld e D
let F(d) = s’ and F»(d) = s
if s = s then(d,s’) e P i.e.,answeiris correct

if s # s’ thenFj(d) # Fi(d) i.e.,erroris detected

Let F; bean arbitrary functionwith domainD andrange S.

Foralld € D
let Fi(d) = sand Fy(d) = s’
if s =s'then(d,s’) e P i.e.,answeiis correct

if s # s’ thenFi(d) # F»(d) i.e.,erroris detected

Proof: PartOne: Let d € D beanarbitraryelementof the domain,let Fj(d) = s', andlet F»(d) = s. By
property(2) of the definition of two-versionprogrammingd, s) € P. Now, supposes = s’ then(d,s') € P,
and, in this case,the answerspecifiedby either s or s', is correct. Supposensteads # s’. By property(3)
of the definition of two-versionprogramming,F;(d) = F,(d). But, F»(d) = s, Fj(d) = s’ ands # §', so,
F|(d) # F1(d). In thiscaseanerrorhasbeendetected.

Part Two: Let d € D beanarbitraryelementof thedomain,let Fy(d) = s, andlet Fj(d) = s’. By property
(1) of the definition of two-versionprogramming{(d, s) € P. Now, supposes = s’ then(d, s’) € P, and,in this
casetheanswerspecifiedby eithers or s’, is correct.Supposeénsteads # s'. By property(3) of thedefinition of
two-versionprogramming F (d) = Fy(d). But, Fi(d) = s, F3(d) = s’ ands # s, s0,Fi(d) # Fy(d). In this
caseanerrorhasbeendetected.

Many elementanoperateincorrectlywhena computersystemcomposedf hardwareandsoftwareis used
to solve a problem.For example,theremight be a hardwaredesignerror, or a softwaredesignerror Theremight
be a hardwarefault during execution,or the operatingsystemmight malfunctionduring execution. Further ary
combinationof thesedifficultiesmight occur In thetheoremabove, we usedprimedfunctionsto modelthe effect

of thesemyriadpossibledeviationsfrom correctfunctioning.Informally, thefirst partof thetheoremconcernghe
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situationwhen Fy is computedcorrectly yet anomaloussystembehaior causesF; to be computedncorrectly
asFj. In this case the comparisortestperformedin two-versionprogrammingallows a given correctanswerto

be determinedor a giveninput, or it allows the detectionof the error causingbehaior. The secondpartof the
theoremis similar, but concernghe situationwhen F; is computedcorrectly yet F, is computedncorrectlyas
F}. In this casethecomparisortestalsoallows a givencorrectansweito bedeterminedor it allows thedetection

of theerror

2.2 Certificate-basedApproach

It is alsonaturalto justtry to modify one of the two programsto male the taskof determiningthe correctness
of its outputeasier For example,we suggesmodifying a programsothatit generatesdditionalinformation(a
trail of data)which we call a certificate The centralideais to modify thefirst algorithmsothatit leavesbehinda
certificatesuchthatit canallow thethe secondalgorithmto executemorequickly and/orhave a simplerstructure
thanthefirst algorithm. This mechanismmprovesthe efficiengy andsimplicity of ascertaininghe correctnessf
the outputanswer As above, the outputsof the two executionsarecomparedandare considerectcorrectonly if
they agree.Note, however, thatwe mustbe carefulin definingthis approactor elseits errordetectioncapability
might be reducedby the introductionof datadependenc betweenthe two algorithmexecutions. For example,
supposehefirst algorithmexecutioncontainsaanerrorwhich causesnincorrectoutputandanincorrectcertificate
to begeneratedrFurthersupposehatno erroroccursduringtheexecutionof the secondalgorithm. It still appears
possiblethat the executionof the secondalgorithm might usethe incorrectcertificateto generatean incorrect
outputwhich matcheghe incorrectoutputgiven by the executionof the first algorithm. Intuitively, the second
executionwould be “fooled” by the certificateleft behindby thefirst execution. The definitionswe give belov
excludethis possibility They demandhatthe secondexecutioneithergeneratea correctansweror signalthatan

errorhasbeendetectedn thecertificate.

Theformal definitionbelov describeshe modificationof a programsothatit generates certificate.Referto

the previous sectionfor the definitionof problemP.

Definition 3 LetP : D — S bea problem. A solutionto this problemusinga certificateconsistf algorithms
implementingwofunctionsF; and F» with thefollowingdomainsaandranges?; : D — SxCandF; : DxC —
S U {error}. C is thesetof certificates. Thesymbolerror is chosensud that error ¢ S. Thefunctionsmust

satisfythe following two properties:

(1) for all d € D ther existss € S andthere existst € C sud that
Fi(d) = (s,t) and F»(d,t) = sand(d,s) € P

(2)for all d € D andforall t € C
either(Fy(d,t) = sand(d, s) € P) or Fy(d,t) = error.



In contrastwith two-versionprogrammingwhere eachversionof the algorithmis executedindependently
without ary information aboutthe executionof the other algorithm and thereis no relationshipbetweenthe
executionsof two differentversionsof thealgorithmotherthanthey bothusethe samenput, the certificate-based
approachallowsthe primarysystemso generatetrail of informationwhile executingits algorithmthatis critical
to the secondarysystems executionof its algorithm. Moreover, the certificateis designedo allow the second
algorithmto executemorequickly and/orhave a simplerstructurethanthefirst algorithm. This mechanismhelps
reducethe time andhardware redundang associatedvith two-versionprogrammingapproach.It alsoexpends

fewer resourcesWe will furthershav thatbothapproachebave similar errordetectioncapabilities.

On the otherhand, N-versionprogrammingcanbe in effect thoughtof relatve to the certificate-basedp-
proachas the employment of a null certificate The informal interpretationof the following theoremis very
similar to the one given for the two-versionprogrammingtheorem. The first part of the theoremconcernghe
situationwhen F;, is computedcorrectly yet F; is computedncorrectlyasF;. In this casethe comparisortest
allows a correctanswerto be determinedpr it allows the detectionof an error The secondpartof the theorem
concernghe situationwhen F; is computedcorrectly yet F» is computedincorrectly as F;. Onceagain,the

comparisonestallows the determinatiorof a correctansweror the detectionof anerror.

Theorem 2 Let F; and F; satisfythedefinitionof a certificate

Let F| beanarbitrary functionwith domainD andrange S x C.

Foralld e D
let F{(d) = (s',¢') and Fy(d, t') = s"
if s =" then(d,s') e P i.e.,answelis correct
if s’ # s" thenF{(d) # Fi(d) i.e.,erroris detected

Let ) bean arbitrary functionwith domainD andrange S U {error}.

Foralld e D
let Fy (d) = (s,t) and F5(d,t) = &'
if s =s'then(d,s’) e P i.e.,answeiis correct

if s # s’ thenFi(d,t) # Fy(d,t) i.e.,erroris detected

Proof: PartOne:Letd € D beanarbitraryelemenif thedomain,let | (d) = (s, t'), andlet F»(d, t') = s".
Since F| hasrangeS x C we know s’ € S andt’ € C. By property(2) of the definition of certificate,either

(d,s") € P ors" = error. Now, suppose’ = s” theneither(d, s') € P or s’ = error. Buts’ € S andthe error



symbolis choserto beoutsideS, sos’ # error. In thiscase|(d, s') € P andtheanswerspecifiedby eithers’ or

s", is correct.

Supposeénsteads’ # s”. Let F; (d) = (s, t) andsupposeby way of contradictionthat Y (d) = Fi(d). This
meanss = s’ andt = t'. Further F»(d,t') = Fa(d,t) = s by property(1) of the definitionof certificate.Recall,
Fy(d,t") = s whichimpliess” = s = s'. Thisis a contradictionsincewe wereassumings’ # s”. We conclude
F|(d) # F1(d). Thereforejn this case anerrorhasbeendetected.

Part Two: Letd € D beanarbitraryelementof the domain,let F;(d) = (s, t), andlet Fi(d,t) = s'. By
property(1) of thedefinitionof certificate,(d, s) € P. Now, supposes = s’ then(d, s’) € P, andin thiscasethe

answerspecifiedby eithers or ', is correct.

Supposensteads # s'. By property(1) of thedefinitionof certificate,F»(d,t) = s. SinceFy(d,t) = s’ and

s # s’ we concludeF(d, t) # Fy(d,t). Hence,n this caseanerrorhasbeendetected.

Thetheoremaboreis somevhatsurprising becausé shavsthattheerrordetectiorpropertief thecertificate-
basedapproachandtwo-versionprogrammingare very similar. This is despitethe factthat additionaldata,the
certificate,is beinggeneratedndusedto enablefasterandsimplercomputation.The certificate-basedpproach
was deliberatelydefinedto have desirableerrordetectionproperties. We do not claim that the approachis a

panaceabut we do believe thatit alwaysmeritssubstantie consideration.

We alsonotethatthetheoremsbove do not captureall possibledifferenttypesof errorbehaior. Forexample,
a hardware or softwarefault might causea programto enteran ‘infinite loop’ in which caseno outputwould be
generated.A fault might causeall available computingresourceso be consumedeg.g.,all free memorymight
be allocated. The outputmight be too large, e.g., a very large string might be generated.Theseproblemsare
not preciselymodeledby the variantprimedfunctionsusedin the theoremsabore. But notethatthesebehaiors
arerelevantto eachof the error detectionschemesve discuss:two-versionprogramming certificate,program
checlers, and others. Clearly theremustbe alternatve error detectionfacilities suchas watchdogtimers for
‘infinite loops’, andresourcautilization monitors.In addition,if afunctionvaluelying outsideits properrangeor
domainis encounteredhenan error detectionflag shouldbe raisedandexecutionshouldenteranerrorhandling
routine. Theseauxiliary detectionmechanismare neededor eachof the approachesnentioned.Our proposal
concentratesn the typesof errorswhich we feel are prevalent, and which are the mostdifficult to detectand

remove,i.e.,theonesthatresultin variantfunctions.

Moreover, thetheoremsbove do notexplicitly treatthesituationwhereerrorsoccurduringbothexecutions.It
is possiblethattheerrorsmightcauseahe outputsof thetwo executiongo differ, in which casethecomparisoriest
wouldstill beableto detecthe presencef errors.This desirabledetectiorpropertyis presenin bothtwo-version
programmingandcertificate-basedpproachesOnecanconstrucia probabilisticmodelto helpexplorethisissue,

but thatis beyondthe scopeof this discussion Neverthelessywe arguethatthe certificate-basedpproactcando



betterthantwo-versionprogrammingapproachin the aforementionedcenario. The reasonis what follows: in
the certificate-basedpproachthe secondexecutiontypically usesa differentandsimplerprogramthanthe first
execution,andit canoften be executedmore quickly. Therefore the probability of error detectioncanbe high

evenwhenerrorsarepresenin bothexecutions.

In [7, 8] the certificate-basethulttoleranceapproachusegime andsoftwareredundang andcanbe outlined
asfollows. In theinitial phasea programis run to solve a problemandstoretheresult. In addition,this program
leavesbehinda certificate.In the secondohase anothermprogramis run which solvesthe original problemagain.
This program,however, hasaccesgo the certificateleft by the first program. Becauseof the availability of the
certificate the secondphasecanbe performedby a lesscomplex programand canexecutemorequickly. In the
final phasethetwo resultsarecomparedandif they agreethe resultsareacceptedscorrect;otherwiseanerror
is indicated.An essentiabspecbf this approachs thatthe secondprogrammustalwaysgeneratesitheranerror
indicationor a correctoutputeven whenthe certificateit recevesfrom the first programis incorrect. However,
theabove certificatecanonly beappliedto a specificalgorithmandhasto be extractedagainfor otheralgorithms,
evenif they areimplementedusingthe samedatastructure,which severely limits its usein practice. Fromthe
next sectionon, we shallgeneralizéhe above approactby developingcertificate-basedpproacHor a numberof

differentalgorithmsthatusethe sameabstractiatatypes.

3 Answer Validation Problemfor Abstract Data Types

3.1 Problem Formulation

Our generalapproacho applyingcertificatesusesthe conceptof abstractdatatype. Eachabstracdatatype has
awell defineddataobjector a setof dataobjects,aswell asa definedfinite collectionof operationghatcanbe
performedon its dataobject(s).Eachoperationtakesa finite numberof agumentgpossiblyzero),andsomebut
not all operationgeturnanswers.An exampleof anabstractdatatypeis a priority queue.The dataobjectfor a
priority queueis an orderedpair of the form (i,k) wherei is anitem numberandk is a key value. Two of the
priority queueoperationsareinsert(i,k) anddeletemin Theinsert operationhastwo arguments:item number;

andkey valuek. Theinsert operationdoesnotreturnananswer The deleteminoperationhasno arguments put

it doesreturnananswer The precisedefinitionandsemantic®f theseoperationsaregivenlaterin Sectior4.

Intuitively, an answervalidation problem consistsof checkingthe correctnes®f a sequencef supposed
answergo a sequencef operationgerformedon anabstractatatype. For eachabstracdatatype we formulate

theanswervalidationproblemasfollows:

Formulation 1 Theinput to the answervalidation problemis a sequenceof opeiations on the abstiact data

typetogetherwith the argumentsf eat opemation. Thesequenceontainsthe suppose@nswes for eat of the



opeiationswhich returnanswes andead suppose@nswelis pairedwith theopeiationthatis supposedo return
it.! Theoutputfor theanswevalidationproblemis theword “corr ect” if theanswes givenin theinputmatd the
answes that would be geneatedby actually performingthe opelations. Theoutputwill betheword “incorr ect”
if theanswes do not matd. Theoutputwill betheword “ill-formed” if the sequencef opemtionsis ill-formed,

e.g., anopeition hastoo manyargumentor an argumentefeis to aninappiopriate object.

Themostimportantaspecbf theanswewalidationproblemis thatit is oftenpossibleto checkthecorrectness
of theanswergo a sequencef operationgsmuchmorequickly thanactuallycalculatingwhatthe answersshould
be from scratch.In otherwords, the answervalidation problemhasa smallertime compleity thanthe original
abstract-data-typproblem. In [9], for example,to calculatethe answerdo a sequencef n priority queueop-
erationstakes(n log(n)) time. It is possibleto checkthe correctnes®f the answersn only O(n) time. This

speed-ups very usefulin transient-fult-deecion applications.

In what follows we shall shav how to createcertificatesfor programswhich useabstractdatatypeswhen

thosedatatypeshave efficient solutionsto their answetrvalidationproblems.

3.2 Answer Validation SchemaUsing Certificates

First Execution

[ Data Structure Implementation j

Input Operations + Answers >
Duplicate (Certificates) Output
Compare
or Error
\ Second Execution /
[ Data Structure Answer Validationj

Figurel: Answervalidationschema

Theanswewalidationschemas depictedn Figurel. Supposehatwe have developedanefficient solutionto
theanswewalidationproblemfor someabstractlatatype? Furthersupposehatwe wishto runanalgorithm,say
A, which useghatabstractiatatype. To applythe certificate-basedpproactwe canusethefollowing schemao
yield thetwo executions:

First Execution:

Examplesof suchinputsaregivenin the columnslabeled‘Operation”and“Answer” of Table2.
2By “efficient” we mearthatthetime complexity of theanswewalidationproblemis smallerthanthatof the original abstract-data-type

problem.



ExecutealgorithmA. Eachtime anabstract-data-typeperations performedappendo thecertificatetheidentity
of the operationtheamgumentsandtheanswer

SecondExecution:

ExecutealgorithmA usingthecertificateinsteadof adatastructuremplementationWhenthealgorithmexecutes
a datastructureoperation,verify thatthe operationand agumentsmatchthosein the certificateandreturnthe
answel(if ary) from thecertificate.Validatetheanswergprovidedby thecertificate(seeSectiord). If atary point

amismatchof operationss detectedr thevalidationfails, output“error” andstop.

In the final stepthe outputsfrom the two executionsare comparedandthe outputis accepteddr an erroris
signaled. This schemacanyield executiontime which is significantlylessthanthe executiontime obtainedby
runningalgorithmA twice, yetthesetwo approachegive similar fault-detectiorcapabilities.Thatis, if transient
faults occur during only one of the executionsthen either an error will be detectedor the outputwill still be
correct. Note thatthe first executioncanbe slower thana simple executionof algorithmA sinceit mustoutput
a certificate. However, the secondexecutioncanbe significantlyfasterthana simpleexecutionof the algorithm

sincetheinteractionswith the abstractatatypetake lesstime overall. The neteffect canbeamajorspeed-up.

3.3 A Simple Example: Answer Validation for Disjoint-Set-Union

In orderto betterexplainthe schemdor usingcertificatesin this sub-sectionve will discusgheanswewalidation
for disjoint-set-uniomproblem. Dynamicsetsarefundamentabatastructuresandcangrow, shrink,or otherwise
changeover time by algorithmicmanipulations.The disjoint-set-uniomproblemconcernsa collectionof disjoint
dynamicsetsin which pairsof setscanbe combinedto yield new sets. The underlyinguniverseof setelements
consistf theintegersfrom 1 to n inclusive. Also, the universeof setnamesconsistf theintegersfrom 1 to n

inclusive. Therearethreeoperationghatcanbe performed:

create(Ar) createsa singletonsetnamedA which containselementz. SetA mustbe undefinedbefore
creation.Sincesetsmustbedisjoint we requirethatz notyetbein someset.
union(A,B) createsa new setwhichis the unionof the setsnamedA andB. This new setis calledA andthe

setnamedB becomesundefinedlt is requiredthatthe setsnamedA andB be currentlydefinedandbe disjoint.

find(z) returnsthenameof thesetwhich containselementz. It is requiredthatz beamemberof someunique

set.

If anoperationviolatesoneof the requirementsiescribecabore thenit is consideredo beill-formed. Also,

if anoperatiorhasthewrongnumberor type of agumentst is consideredo beill-formed.

In Table1 we give anexampleof a sequenc®f disjoint-set-unioroperationgogetherwith the answerdor
find operationsin addition,the collectionof setsis depictedasit is changedy the operationsFor simplicity, in

this exampleeachsetnamecorrespondso theinteger originally containedn the setwhenit is created.Setsare
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listedby first giving the nameof the setfollowed by a colonandthenthe contentof the set.

Operation Answer  Statusof sets

create(1,1) 1:{1}

create(2,2) 1:{1},2:{2}

union(1,2) 1:{1,2}

find(2) 1

create(3,3) 1:{1,2},3{3}
create(4,4) 1:{1,2},3:{3},4:{4}
create(5,5) 1:{1,2},3:{3},4:{4},5:{5}
union(4,3) 1:{1,2},4:{4,3} 5:{5}
union(4,1) 4:{1,2,3,4,5:{5}
find(2)

find(4)

create(6,6) 4:{1,2,3,4,5{5},6:{6}
union(5,6) 4:{1,2,3,4,5:{5,6}
create(7,7) 4:{1,2,3,4,545,6},7{7}
union(5,7) 4:{1,2,3,4,54{5,6,7}
find(6) 5

Tablel: Sequencef operationdor adisjoint-set-union

We may build aforestto representhe threeoperationn the disjoint-set-union Every noderepresents set
after certainoperations Every solid arc pointsfrom the new setto the old setin union operation.Every dashed
arcrepresentshe find operationandpointsfrom the setof operationargumentto the setof returninganswer In
addition,thereis no arcfor createoperationandall leaf nodesarecreatedsets.As afinal stepwe will performa
traversalof theforestandperformappropriatechecks.The union forestcorrespondingo the operationggivenin

Tablelis shawvn in Figure2

The disjoint-set-unionproblemis a classicproblemwhich hasmary applications[10] suchasthe off-line
min problem,connecteccomponentsleast-commorancestorsandequialenceof finite automata.Of particular
interests thetime-compleity of performingasequencef operationsLet ussaythetotalnumberof operationss
m, whichis assumedo begreatethanor equalto n. Recall,n is thenumberof setelementandsetnamesTarjan
givesthetight upperboundof O(ma(m, n)) [11, 12] for this problem.The « refersto theinverseof Ackermanns
function which is a very slowly growing function. His solutionand earlier solutionsuseda path-compression
heuristic[13]. FredmarandSaksgive alower boundof Q(ma(m,n)) [14] in agenerakell-probemodel. Gabav

andTarjanshav how to solve someimportantspecialcasesf this problemin O(m) time[15].
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1:{1} 2:{2} 3:{3} 4:{4} 5:{5} 6:{6} 7{7}

O O Q O Q O O

find(2)”

 find(2) Hfind(6)

find(®)," (™) 4:4a,3) 55,6}

4:443.1.2} 5:45.6.7}

Figure2: Disjoint-set-uniorforest.

We now considerthe answetvalidation problemfor the disjoint-set-uniordatatype. We will shav thatthis
problemcanbe solved in O(m) time wherem is the numberof operations.Note that this time compleity is
superiorto the complity of actually performingthe sequencef operationsasdiscussedbore. Oneapproach
to this problemin O(m) time usesthe powerful algorithmof Gabav and Tarjan[15]. However, we shallpresent

asimplerapproactwith asmallconstanof proportionalitythatis tailoredto this problem.
Algorithm for Answer Validation of Disjoint-Set-Union

Input: sequenc®f m operationdogethemwith agumentsandsupposedinswerdor the disjoint-set-uniordata

type.

Output: “correct”, “incorrect” or “ill-formed”.

Declarations: Type treenodehasfields left and right. Type treeleafcontainsa list of pointerssuchthat each
pointerpointsto atreenodeor atreeleaf Array activesdd is indexedby setname.Eacharrayelements apointer
to atreenodeor atreeleaf Array wheeid] is indexed by anelemenmnumber Eacharrayelements a pointerto a

treeleaf Initially, all pointersarenil andlists arenull.
In thefirst phaseof the algorithmwe processachoperationasit appearseriallyusingthefollowing rules:

create(Ax): If activesdi\] or wheridz] is non-nil then output“ill-formed” and stop. Otherwise,allocatea

treeleafandsetactivesdi] andwhereiqz] to theallocatednhode.

union(A,B): If activesdtd] or activesdB] is nil thenoutput‘ill-formed” andstop.Otherwiseallocateatreenode
andsetleft to activesdtd] andright to activesdB]. Next setactivesdi] to thetreenodeandsetactivesgB] to
nil.

find(z,A): (whereA is the supposednswerto the find operation.)If wheridz] is nil thenoutput“ill-formed”.

Otherwise,wheeidz] pointsto sometreeleaf denotedastleaf. If activesdty] is nil thenoutput“ill-formed”.
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Otherwiseactivesdtd] pointsto sometreeleafor treenodedenotedast. As aresult,everytime afind operation

is performeda pointerto the corresponding is addedo thelist of pointerscontainedn the correspondingleaf.
In the secondphaseof the algorithmwe shalltraversethe structurewe have built:

Scanthroughthearrayactivesdj to find non-nil pointers.It is notdifficult to seethateachnon-nil pointerpoints
to theroot of atreemadeup of nodesof type treenodeandtype treeleaf Thetreeusesthe edgesn theleft and

right fields of treenode

For eachsuchtreeperforma depth-firstsearch Wheneer the searchreaches nodeof typetleaftraversethelist
of pointersthatit contains.Checkthateachpointerpointsto anodewhichis currentlyon the stackwhichis used
to performthe depth-firstsearch.This is equivalentto checkingthateachpointerin tleaf pointsto a nodewhich

is anancestoof tleafin thetree.

If somepointerdoesnot point to an ancestothenoutput“incorrect” andstop. Otherwise, output“correct” and

stop.

Theorem 3 Thealgorithmfor answervalidation of thedisjoint-set-uniorabstract datatypeis correct.

Proof: A full proofof correctnesss notdifficult, but is detailed.First,we shav thatif theanswerto eachfind
operationis correct,thenthe algorithmoutputs“correct”. To demonstratehis, we needonly shawv thatfor each
find operationthe pointeraddedto a treeleafnodealways pointsto an answerof thatnode. First we shav that

thefollowing two propertieshold aftereachstepin the constructiorof theforestof trees.

1. Thenon-nilpointersin activesd{ correspondxactlyto thesetsin existenceafterthis step.

2. Eachnon-nil pointeractiveseA] pointsto theroot of a tree. This treemay consistof a singletreeleafor
bemadeup of treenodesindtreeleavesThetreele&esin this treecorrespondo the original setsthatwere

meigedtogetherto form thesetA.

Thesepropertiesaretrivially true afterthefirst createoperationis executed establishinghe basecase.Suppose
thatthey aretrue afterthefirst £ operations.We may assumehat the (k+1)-th operationis a create or union
operationsincefind operationsadd pointersto treeleavedut do not otherwisechangethe forestof trees. If the
(k+1)-th operationis a create operationthe two propertiesare clearly maintainedsincea new setis createdand
pointedto by aformerly nil activesd{ pointerandtherestof the forestis not modified. If the (k+1)-th operation
isaunion(A,B) operationthenanew treenodas createdvith childrenactivesdid] andactivesgB]. Sincethose
arethe rootsof treescontainingthe treeleavesepresentingetsmeigedto createA andB respeciiely, the new
treenodeis the root of a treethat containsall the treeleavedor the union of A andB. This, in additionto the

updatedo theactivesetarray preserestheconditions.
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Now considetafind(z) operatiorwith answerA. Sincethisanswelis correct,we know thatA is eitherthe set
in which z wascreatedor a setresultingfrom meiging thatsetwith othersets. Let tleaf be the treeleafpointed
to by wheeidz]. In the first case,activesdi] alsopointsto tleaf. In the latter case,the tree pointedto by
activesd®] will containthetleaf. Thusthe pointeraddedto tleaf processinghefind operationpointseitherto

tleaf or to anancestoof tleaf.

Thus,we have proventhatif thefind answersarecorrectthenthe algorithmoutputs“correct”. We will now
prove thatif the algorithmoutputs“correct” thenthe answersgiven for find operationsare correct. We prove
the contrapositie, thatis, if theanswerto somefind operationis not correctthenthe algorithmdoesnot output

“correct”.

Considetthefirst find(x) operationwith anincorrectanswerA. Supposevheriqdz] pointsto atreeleaf call it
tleaf, whichis partof alargertree. Thenif the correctansweradbeengiven,apointerwould have beenaddedo
tleaf pointingto theroot of thetree. It mightinitially appeathatanincorrectanswercould causethe additionof

apointerto atreenodeotherthantheroot, but thatis still anancestoof tleaf. We shallseethatthisis impossible.

Thereasorthatthis cannotoccuris thatwe have demonstrate@bove thateachof the non-nil pointersin the
activesdl pointsto theroot of sometree,notto internalnodesof atree. Sincethe pointerwe attemptto addto
tleafis to the nodepointedto by activesdi], therearetwo possibilities.First, activesdiA] may benil in which
“ill-formed” is outputandwe aredone. Otherwiseactivesdi] is non-nil andthuspointsto the root of a tree.
SinceA is notthe correctanswerthis is not thetreecontainingtleaf. Thus,the checkperformedfor this pointer

duringthedepthfirst traversalwill fail and“incorrect” will betheoutput.

Theorem4 Theanswervalidationalgorithmfor disjoint-set-uniorhasa time compleity of O(m)for processing

a sequencef mopemtions.

Proof: Theconstructiorof theforestof treesclearlyrequiresonly lineartime. Similarly, asidefrom thepointer
checkgerformedattreeleanodesthedepthfirst traversalof thetreesrequiresonly lineartime. Thusit remaingo
shaw thateachpointerstoredin atreeleafimaybechecledin constantime. This maybe doneasfollows. During
constructiorof theforestof trees,eachtreenodeor treeleafcreateds assigneadnuniqueidentifierbetweerl and
m. An arrayof m booleanss createdfor usein the depthfirst traversal. During the depthfirst traversal,when
nodes is placedon the stackthei-th arrayelements setto true,andwhenit is taken off the stackthatelements
setto false. This arrayenablessachpointercheckto be performedin constantime. Sincethereareonly alinear
numberof pointersto check,oneperfind operation,only lineartime is requiredfor all pointerchecks.Finally,
performingthe arrayupdatesiuringthe depthfirst traversalrequiresonly alinearamountof work. Thereforethe

entirealgorithmrunsin O(m) time.
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4 Answer Validation for Priority Queue

In this section,the answervalidation problemand algorithm using certificatesareto be discussedn detail for
priority queuedatatype. Firstly we shall give formal definition of priority queue. Secondlywe shall present
its answervalidationalgorithm. Thirdly someimportantpropertieswill be revealedand proved regardingsome
stackoperationsisedin thealgorithm.Finally thesepropertieswill beusedto furtherprove the correctnessf the

answealidationalgorithm.

4.1 Priority QueueDefinition

A priority queuecontainsasequencef (item, value) pairs,whereitem is anumberfrom theintegerset[1...N].
At ary giventime, the pairsin the priority queuehave distinctitem numberghoughthe valuefields may be the
samefor multiple pairs. It is possible however, for anitem numberto bereused.Thatis, the pair (¢, v;) couldbe
addedto the priority queue removed at somelatertime, andthenthe pair (i, v2) added wherewv; andve may or
may notbedistinct. Pairsareorderedasfollows: (i1, v1) < (ig, v2) iff v1 < vg OF (v; = vy andiy < iz). We may
alsodefine(iy, v1) = (i2,v9) iff v1 = w9 andiy = iy, butin this casethetwo pairscannotbein the priority queue

atthesametime. In this paperthefollowing operationsaresupportedy a priority queue:

insert(z,v): Add thepair (i, v) to thepriority queueif theitem number; is notcurrentlyin use.

(2,v) = min(): Returnthesmallestpair (i, v) containedn thepriority queue.

(,v) = deletemin(} Returnthesmallestpair (i, v) in the priority queueandremove it from the queue.

delete): Remae the pair with item number;. This operationfails if currentlythereis no suchelementin the

priority queue.

changeley(;,w): Find the pair with item number; andchangeits valuefield to w. Sincethis operationmay be

implementedasa delete§) followedby aninsert(:,w), we do not consideiit for therestof this paper

4.2 Answer Validation Algorithm

Input: Sequencef operationsvith answerdgo min anddeleteminoperations.
Output: “correct”, “incorrect”, or “ill-formed”.

Variables:

CurrentTime: A variableindicatingwhich operationis beingprocessed CurrentTime = n indicatesthatthe

n-th operationn thesequenceés beingprocessedlt is initialized to 1.

InsertTime[l...N|: InsertTime[i] containghetime of theinsert operatiorthataddecdhepair with item number

1. Eachelementof this arrayis initialized to the specialvalueunused
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Valuell...N]: For eachpair (i, v) currentlyin thequeue,Value[i] = v. For all theotheritem numbers, Valuel]

is undefined.

AnswerStack: This stackconsistsof quadruplesatime,i,v,s), where(i,v) is a pair returnedby a min or
deleteminoperation,atime the time of the operationreturningthatpair, ands a setof item numbers.Our stack

structuresupportghefollowing operations:

isemptyf): Returntrueif the stackS is emptyandfalseotherwise.

push(@, atime, i,v, s): Add theelement{atime, i, v, s) to thetop of thestacks.

(atime,i,v,s) = pop(S): Remove thetop stackelementandreturnit.

(atime, i,v,s) = top(S): Returnthetop elementwithoutremoving it from the stack.

(atime,i,v,s) = find(3): Findthe stackelementwhosesets containsthe pair with item number;.
istop((atime,i,v, s)): Returntrueiff theargumentis thetop stackelementandfalseotherwise.
(atimes, i9, v, s2) = up((atimey,i1,v1, $1)): Returnthe stackelemenimmediatelyabove (atimey, i1, v1, $1).
add((atimey,i1,v1, 81),12): Add theitemnumberi, to thesets; .

remove(i): Remoes from thesets containingit. Notethats is notanargumentto this operation.

Initially, AnswerStack containsthe singlequadruple(—1,0, —oco, null), where(0, —oc) is guaranteedo be
smallerthanary pair. Wewill frequentlyspeakof onestackelement atime,i1,v1, s1) being“above” or “below”
anotherelement(atimes, iz, v2, $2). (atime1,i1,v1,$1) above (atimes, iz, v2, s2) meansthatit is closerto the
top of the stack, i.e., that (atimes, i2, v2, s9) Was alreadyon the stackwhen (atime,i1,v1, 1) was pushed.
(atimeq,i1,v1,$1) below (atimes,io, vo, s9) Meansthat (atimes, io, v2, s2) is above (atimeq,i1,v1,$1). The
terms“immediatelyabose” and“immediatelybelov” meanthatthereareno stackelementdbetweenthem. We

maydroptheword “immediately” if it is clearfrom the context.

We now describethe pseudo-coddor the answervalidationalgorithm, which consistsof routinesfor each
operationand a FinalPhaseroutine. Note that an efficient implementatiomeednot storethe actualsetin the
stackelement(a pointerto the setsufices), but the explanationis simplified if we describethe setasbeingpart
of the stackelement. The variable CurrentTime is incrementedhfter eachoperation. An exampleof how these
routinesfunctionis presentedn Table2. In the columnlabeled‘Stack usedin validation”, the top stackelement

is attheleftmost.

insert(z,v) (shavn in Figure3): Checkwhetherthe item number; is currentlyin use. If so, output“ill-formed”
andhalt. If not, setInsertTime[3) to Currentimeand Value[i] to v. Add i to the sets belongingto the top stack

element.

(21,01) = min() (showvn in Figure4): Firstcheckif Insertimei;] is setto unusedandif Valugsi;] is notequalto

v1. If eitherof theseis the case,output“ill-formed” andhalt. Otherwise pop elementff the top of the stack
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Time Operation Answer Inserttime StackUsedin validation

1 insert(5,310) (-1,0,00,{5})

2 insert(6,210) (-1,0,00,{5,6})
3  insert(8,280) (-1,0,0,{5,6,8})
4 min (6,210) 2 (4,6,210{5,6,8})
5 insert(9,190) (4,6,210{5,6,8,%)
6 min (9,190) 5 (6,9,1909), (4,6,210{5,6,8,9)
7 insert(2,275) (6,9,190{2}), (4,6,210{5,6,8,9)
8  delete(8) 3 (6,9,190{2}), (4,6,210{5,6,9)
9  insert(12,170) (6,9,190{2,12), (4,6,210{5,6,9)
10  insert(14,400) (6,9,190{2,12,14),  (4,6,210{5,6,%)
11  deletemin (12,170) 9 (11,12,170p), (6,9,190{2,14}), (4,6,210{5,6,9)
12 insert(3,290) (11,12,170{3}), (6,9,190{2,14}), (4,6,210{5,6,9)
13  insert(7,330) (11,12,170{3,7}), (6,9,190{2,14}), (4,6,210{5,6,%})
14  insert(15,200) (11,12,170{3,7,13), (6,9,190{2,14}), (4,6,210{5,6,9)
15  delete(9) 5 (11,12,170{3,7,18), (6,9,190{2,14}), (4,6,210{5,6})
16  deletemin (15,200) 14 (16,15,200{2,3,7,14), (4,6,210{5,6})
17  delete(7) 13 (16,15,200{2,3,14), (4,6,210{5,6})
18 deletemin (6,210) 2 (18,6,210{2,3,5,14)
19  delete(14) 10 (18,6,210{2,3,5)
20  deletemin (2,275) 7 (20,2,275(3,5})
21  deletemin (3,290) 12 (21,3,290{5})
22 deletemin (5,310) 1 (1,5,3109)

Table2: Sequencef priority queueoperationsllustratinganswetsvalidationalgorithm

insert(G,v) {  /* (3,v) is thepairto beinserted*/
if (InsertTime[i] # unused ) thenoutput“ill-formed” andhalt
InsertTimeli] = CurrentTime
Value[i] = v

add(top(AnswerStack),1)

Figure3: insert operation

until the pair (i1, v1) is lessthanthatof the top stackelement(it is possiblethatno elementsarepopped).If the
stackis initially empty just push(CurrentTime, i1, v1, $1) ontothe stack,wheres; is anemptyset. Otherwise,
let (atimes, i9, v, s2) bethattop stackelementandcomparestime, with theinsertiontime of (41, v1). If (41, v1)

wasinsertedbeforeatimes, output“incorrect” andhalt (in this case the answer(is, v2) wasreturnedwhile the
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smallerelement(i; , v ) wasin thequeue).Otherwise push( Current Time, i1,v1, s1) ontothestack,wheres; is

theunionof the setscontainedn stackelementghatwerepoppedoff the stack.

min(iy,v1) {

s1 = null

}

else

}

if (InsertTimeli1] = unused or Value[i1] # v1)

output“ill-formed” andhalt

while (notempty(@nswerStack)) {

(atimey, ig, va, s2) = top(Answer Stack)
it (61, v1) > (i2,v2)) {
pop(AnswerStack)

§1 = s1 UNioNsg

elseif (InsertTime[i1] < atimes)

output“incorrect” andhalt (1)

exit from while loop

push(AnswerStack, CurrentTime, i1,v1, S1)

I* (i1,v1) is theanswemivenin theinputfor this min */

Figure4: min operation

(7,v) = deletemin() (shavn in Figure5): Performthe sameoperationsasfor min. In addition,remove the item

number; from the setcontainingit andsetinsertTmdi] to unused

deleteming,v) {
min(i,v)

remove(s)

InsertTime[i| = unused

* (i,v) is theanswergivenin theinputfor this deletemin*/

Figure5: deleteminoperation

delete¢;) (shavn in Figure6): First checkthatthereis a pair (i1, v1) in the priority queue.If not, output*ill-

formed” andhalt. Otherwiselet (atimes,is,v2, s2) be the stackelementwith s, containingi; andremove 4,

from so. Now if thepair (i1, v1) is smallerthan(iq, v7) checkthatit wasnt inserteduntil aftertheanswer(iy, vs)

wasgiven. If not, output“incorrect” andhalt. Next, if (atimes,i2, v2, s2) is thetop stackelementwe aredone.
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Otherwisdet (atimes, i3, v3, s3) betheelemenimmediatelyabove (atimes, io, vo, s2). If (i1,v1) is smallerthan

(3, v3), output“incorrect” andhalt. Otherwisethe operationsucceeds.

delete¢;) {  /* remove the pair with item numberi; */

if (InsertTime[i1] = unused)
output“ill-formed” andhalt

v1 = Valueli]

(atimeq, i9,vo, s2) = find(i1)

remove(iy)

if (atimes > InsertTimeli;] and (i1, v1) < (i2,v2)) 2
output“incorrect” andhalt

if (atimes < InsertTime[i1] andlistop((atimes, iz, va, s2))) {
(atimes, i3, vs, s3) = up(atimes, is, Vo, S2)
if ((i1,v1) < (i3,v3))

output“incorrect” andhalt 3)

Figure6: deleteoperation

FinalPhase()(shavn in Figure7): In thefinal phasewe examinethe pairsremainedn the queue.For eachsuch
pair (i1, v1) form a correspondindriple (InsertTimeli1],41,v1). Sortthesetriplesby InsertTime andobtain
theresultinglist RemainderListFor eachelement(atimes, i, v2, s2) in AnswerStag checkwhetherthereis ary
triple (InsertTime[i1],i1,v1) in RemainderLissuchthatthe pair (i1, v1) is smallerthan (i, v2) and (i1, v1) is

insertecbeforeatimes. If yes,output“incorrect” andhalt. Otherwise putput“correct”.

4.3 StackProperties

In this section,we list five propertiesof AnswerStack thatare maintainedby the aforementionedperations.

Thesepropertieswvill beusedto prove the correctnessf theanswervalidationalgorithm.

For a stackelement(atime, i, v, s), we referto (atime,i,v) asits correspondingtacktriple (or triple for
short). The stacktriples are orderedasfollows: (atime1,i1,v1) < (atimes,is,va) iff (i1,v1) < (i2,v2) OF
((i1,v1) = (i2,v2) andatime; < atimes). (atimey,i1,v1) is (immediately)above (or below) (atimes, iz, v9) if
(atimeq,i1,v1, s1) IS (immediately)above (or belaw) (atimes, io, vo, s2). Thefield atime is alwaysdifferentfor
differenttriples (sinceeachoperationproducesat mostonetriple), andthereforetwo triplesarenever equal. The

following stackpropertiesaremaintainedhroughouthealgorithm.
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FinalPhase(){  /* executedafterall operationdave beenperformedt/
For eachpair remainingin thequeue
formtriple (InsertTimeli1],%1,v1)
RemainderList thesetriplessortedby InsertTimels]
For each(atimes, i, v2, s2) On AnswerStac {
if (thereis an(InsertTime[i1],71,v1) onRemainderList
suchthatInsertTime[i1] < atimes and(iy, v1) < (iz,v2))
output“incorrect” andhalt (4)

}

output“correct”

Figure7: FinalPhaseroutine

Property 1 Theanswettimefieldsof stak elementsare in strictly descendingrder fromthetopto the bottomof
the stak.

Proof: Whenanelemenis addedo thestack,thevalueof CurrentTimeis greaterthantheanswetime of ary
elementon the stack. Sinceelementanayonly be addedto the top of the stack,answertime mustdecreasérom

thetopto thebottomof thestack.O

Property 2 Let (atimeq,i1,v1) and (atimes, iz, v2) betwo adjacentstad triples with (atimey,i1,v1) immedi-
ately above (atimes, i9,v9), then (atimey,i1,v1) < (atimes,is,v2). More genenlly, the sta triples are in
strictly ascendingorder from the top to the bottomof the stak. Furthermoe, sincethe answertime fieldsare
in descendingrder, this impliesthat the pairs formedby the secondiwo elementf ead triple are in strictly

ascendingprder

Proof: Thesecondoropertyis trivially truefor astackwith fewerthantwo elementsandis thereforerueatthe
startof the algorithm. Supposehatthe stackhasthis propertybeforeamin or deleteminoperationis performed.
Let (atime1,i1,v1) betheanswertriple for thatoperation.Let (atimes, i2, v2) be the smalleststacktriple such
that (atime1,i1,v1) < (atimes,i2,v2). If thereis no suchtriple, thenall stackelementswill be poppedby the
min or deleteminoperationand(atimey, 1, v1, s1) pushedjn which casethe propertyremainstrue. Otherwise,
all elementsabove (atimes, iz, v2, s2) Will be popped,sinceby assumptiortheir correspondingriples are all
smallerthan(atimes, ia, v2), andhencesmallerthan(atimes, i1, v1). Similarly, all triplesbelow (atimes, iz, v2)
aregreaterthanit andarein strictly ascendingrder Thereforewhenthe elementabove (atimes, io, vo, s2) are

poppedand(atimes, i1, v1, s1) pushedtheorderingof thetriplesis maintained d
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This propertyalsoimplies that for ary given pair (i, v), thereis only one stacktriple with item number;
andvaluew. This triple will have anansweitime field equalto the numberof the mostrecentmin or deletemin

operatiorwith answer(i, v).

Property 3 Let(atime,i1,v1) immediatelyabove (atimes, iz, v2), andt,,s theinserttimefor theopemtion that

insertedthe pair (i1, v1) correspondingo thetriple (atime1, i1, v1), thenty,, > atimes.?

Proof. Property3 is checled by min anddeletemin operationsvhenthe stackelementcontainingthe triple
(atimeq, i1, v1) isfirst pushedntothestack.Sinceelementsnayonly beaddedo thetop of thestack,andnoele-
mentin thestackmaybemodified,this propertyis maintainedhroughouthealgorithm.Notethat Insert Timel[i1]
may changef thepair (i1, v1) is removedfrom the priority queueanda new pair with item numberi; is inserted.
This is notimportant,sincechecksinvolving triple (atime1, i1, v1) donotdependon InsertTimeli;]. Also note
that Insert Time[i;] may be examinedif the otherpair involved in sucha comparisoralsohasitem numberi; .
This doesnot causeproblemssinceonly one pair with item numberi; canbein the priority queueat ary time.
InsertTimel[i1] will bevalid for thatpair andtheinserttime of ary earlierpair with item numberi; is notusedin
ary check.O

Property 4 Theunionofthesetsin the stadk consistof the setof item numbes of pairs in the priority queue

Proof: An insert operationaddsan appropriateitem numberto the top element. A delete or deletemin
operationremovesan appropriatatem numberfrom its containingset. A min or deletemin operationthat pops
stackelementswill pusha stackelementwith a setconsistingof the unionof poppedsets.Thereforethe unionof

all setsonthe stackdoesnotchanged

Property 5 Givenadjacentstak elementgatime i1, v1, s1) above(atimes, io, vo, s2), foranyis in sq, Insert Time[iz] <

atimey . For anyis in s1, InsertTime[iz] > atimes.

Proof: Consideringhefirst partof Property5, therearetwo waysthati:s couldhave beenplacedin s,. First,
thepair (i3, v3) couldhave beeninsertedwhile (atimes, is, v2, s2) Wasthetop elementor s, couldhave initially
beenformedby the unionof sets,oneof which containeds. In eithercasethereis sometime ¢ thatis the earliest
atwhich (atimes, 2, v2, s2) Wasthetop stackelementandis wasin sy. Notethata stackelementthatis noton
thetop of the stackcannever becomehetop of the stacksincetheonly operationghatremove elementgrom the
stackaremin anddeleteminandthey endby pushinganen quadruple Thus(atime,i1,v1, s1) musthave been
pushedntothe stackat sometime aftert, sinceeventuallyit isimmediatelyabore (atimes, is,v9, s2). Therefore

InsertTimelis] < atime;.

3Recallthatif (i1, v1) hasbeeninsertedmultiple times, this correspondso the lastinstanceof suchinsertionbeforethe currenttime.

Also notethatif thisinstanceof (i1, v1) is still in thepriority queuethenti,, = InsertTimel[i1]).
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Consideringhesecondpartof Property5, item numberanayonly be placedin the seton thetop of the stack
(eitherby insertinginto anexisting setor from a meige forming a new set). Thusis waseitheraddedo s; when
(atimeq, i1, v1, s1) Wasalreadyon the top of the stack,or it wasplacedin s; during the operationthat pushed
(atimey,i1,v1,s1). In theformer casewe have InsertTime[iz] > atime; > atimes. In thelatter case,some
stackelement(atimes, i4,v4, s4) Wasoriginally on the top of the stackat time InsertTime|is] andmusthave
beenabove (atimes, iz, va, s2), thus Insert Time[i3] > atimes > atimes. In eithercasecasethe secondhalf of
Property5 holds.O

4.4 Proof of Correctnessf the Algorithm

Theorem5 Thealgorithmfor answervalidationof thepriority queuderminatesonall input. It outputs‘corr ect”

if theanswes ontheinputare correctand*“incorr ect” or “ill-formed” if they are not.

Proof: Clearlythe algorithmterminatessinceeachof theroutinesgiven above terminates.Theinitial checks
against/nsert Time|-] and Value[-] detectill-formed input, sowe assumehattheinputis well formed. The proof

is in two parts:
Part 1: We shaw thatif all theinputanswersarecorrect,thenthealgorithmwill output“correct”.

We now checkthat min, deletemin anddelete operationsdo not fail on correctinput. Firstfor check(1)
in the min routine, let (i1, v1) and(iz,v2) beary two answerdrom the input sequenceandlet (atimey, 41, v1)
and (atimes, i2,v9) bethe associateédnswertriples. Without lossof generality assumestime; > atimes. Let
tins = InsertTimeli1] attime atimey, i.e.,thelargestinsertiontime of pair (i1, v;) lessthanatime;, theneither
(atimeq,i1,v1) > (atimes,io,v2) OF tiyns > atimesy. If NOt, (i1,v1) < (ig,vq) and(ii,v1) waspresentn the
priority queueat time atimes. But this contradictsthe assumptiorthat (io, v2) is the correctanswerat atimes.
Sincethis is true for ary two answersn the sequencethe checkgiven at (1) cannotfail if all the answersare
correct. Secondor check(2) in the deleteroutine, (i1, v1) is the pair beingdeletedand (atimes, i2, v2, s2) iS a
stackelementsuchthat sy contains(iy, v1), which mustexist by Property4. We return“incorrect” if atimes >
InsertTimel[i1] and (i1,v1) < (i, v2). But this meansthat (2, v2) wasincorrectlygiven asan answerat time
atimes sincethesmallermair (i1, v1) waspresentn thepriority queueatthattime. Thereforethis checkcannofail
if all theanswersarecorrect.Third for check(3) in thedeleteroutine let (atimes, i3, v3, s3) bethestackelement
immediatelyabove (atimes, i2, v2, s2), which mustexist sincewe do notperformcheck(3) if (atimes, iz, v2, s2)
is thetop element.The checkreturns‘incorrect” if (i1,v1) < (i3,v3). By Property5, InsertTimeli1] < atimes.
Thusif this checkfails, the answer(is, v3) givenat atimes is incorrectsincethe smallerpair (i1, v1) is in the
priority queueatthattime. The sameargumentasexaminingthe check(1) shavsthatthecheck(4) in FinalPhase

routinewill alsoalwayssucceedf all answersarecorrect.

Part 2. We prove thattheif arny input answelis not correct,the algorithmwill output‘ill-formed” or “incor-
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rect”.

Again, theinitial checksagainstinsertTime[-] and Value[-] checkfor ill-formed input, so we may assume
thattheinputis well-formed.Let ¢, bethetime of thefirst operatiorwith anincorrectanswey (i1, v;) thepair
thatis thecorrectansweffor thatoperation;,, thetime of thelastinsert(:, ,v;) operatioroccurringbeforet ,;,ong,
andt 4 thetime of thefirst deletg(;) or deleteminoperatiorwith answer(i;, v1) occurringaftertypong. If there
is no suchoperationjet t4,; = infinity. Thenduringour executionof theanswervalidationalgorithm, (i1, v1) is
marked asbeingin the queuebetweertime t;,; andtime t4,;. Notethatin a correctexecutionof the operations
this might not bethe case.Let (atimes, i2, v2) bethelargestanswertriple occurringwith ¢;,5 < atimes < tge;.
(i2,v2) > (i1,v1) becauséis, v2) is not smallerthanthe incorrectanswergivenat time ¢,,rng. During thetime
periodtheremaybeseveraloperationghatreturn(is, v9), but our orderingontriplesguaranteethatwe selectthe

lastsuchoperation.
Therearenow threecases.

Casel: (i1,v1) is returnedas an answerat sometime atime; > atimes. This could be the resultof a
min operation,so this casemay apply evenif t4,; = infinity. Clearly atime; < tgeq. At time atime; the
element atimes, i2, v2, s9) Mustbein theanswerstack becausé wasplacedonthe stackattime atimes andno
larger pair hasbeenreturnedasananswemetweenatime, andtq.;. Supposehat(atimes, iz, v9) is actuallythe
topmostriple afterpoppingary elementwith its triple smallerthan(atime1, i1, v1), thencheck(1) will fail since
InsertTimel[i1] = tins < atimey. Otherwisejet (atimes, i3, v3) bethetopmosttriple of the stackafterpopping.
ThenPropertyl impliesthat atime, < atimes, SO InsertTimeli] = tins < atimes < atimes andonceagain
check(1) fails. Whenit reacheshe above specifiedcomparisonthe algorithmwill fail. If not, it mustbe dueto
an earliercomparisorfailure, stoppingthe executionof the algorithm. In eithercase the algorithmwill output

“incorrect” andhalt.

Casell: (i1,v1) is not deletedandis never returnedas an answer Then (i1,v1) mustbe in the priority
queueafterall operationsare completebecausehereis no deletemin aftertime ¢;,s with (i1, v1) asits answer
Thismeanghatthetriple (¢,5, %1, v1) will bein thelist of remainingelementsonsiderediuringFinalPhase The
samereasonin@gsin Casel impliesthat(atimes, iz, v2) Will bein AnswerStack afterall operationsreexecuted.
Now let (atimes, i3, v3) bethe smallestriple remainingin AnswerStack thatis largerthan(¢,s,41,v1). Then,
if (i3,v3) # (i2,v9) thetriple (atimes, i3,v3) mustbeabove (atimes, ia,v2) in the stack,so atimes > atimes.
Thetriples (i1, v1, tins) @and(atimes, is,vs3) will fail in check(4) in FinalPhaseroutine,since(iy, v1) < (i3, v3)
andInsertTimeli] = tins < atimes < atimes. Asin thefirst casejf theabose comparisonsaneverbereached,
thealgorithmwill fail. Otherwisejt canonly be becaus¢hatanearliercomparisorfailed, endingthe algorithm.

In eithercasethealgorithmwill output“incorrect” andhalt.

Caselll: (i1,v1) is notreturnedasan answerbeforeor attime ¢4, but is deletedfrom the priority queueat

time ¢4.;. Notethatsomeotherinstance(i;, v;) could be insertedandreturnedasan answeraftert,;, but this
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is irrelevant. At time ¢,4.;, (atimes, i2, v2, s9) Mustbe on the stack,sinceit is the largestanswertriple with time
greatetthant;,;. If 41 isin so, thencheck(2) will fail, i.e., output“incorrect”, since(i, v1) < (i2,v2). If not, let
(atimes, i3, v3, s3) bethestackelemenwherei; isin s3. InsertTime[i1] < atimes, sothisstackelemenmustbe
belaw (atimes, iz, v2, s2), becaus@therwisePropertys wouldrequirelnsert Time[i1] > atimes. Suppose&heck
(2) succeedsi.e., it doesnot output“incorrect”, theneither InsertTime[i1] > atimes or (i3,v3) < (i1,v1).
However (i3,v3) > (i2,v2) by Property2, sowe musthave InsertTime[i1] > atimes, in which casecheck(3)
will be performed. Let (atimey,i4,v4,54) be the stackelementimmediatelyabove (atimes, i3, vs, s3), which
mustexist because atimes, iz, v2, s2) IS above (atimes, i3, vs, s3), thenwe have InsertTime[i1] < atimey by

Property5, but (i1, v1) < (i2,v2) < (i4,v4) by Property2, socheck(3) will fail. O

We have not shawvn thatall priority queueoperationsarecorrectlyperformedonly thattheanswergjivenare
the sameasthosethatwould have beengivenif all operationshadbeencorrectlyperformed.In particular since
it doesnot returnanswersa delete operationmay remove the wrong element. If thaterror doesnot affect the
answerdo the otheroperationswe will not be ableto detectit. However we could definethe delete operation
to returnthe pair beingdeleted.lt is trivial to modify the procedurdor deletein the above algorithmto validate

thoseanswers.

5 GeneralizedPriority Queue

We candefinemax anddeletemaxoperationsnalogoudo themin anddeleteminoperationslefinedpreviously.
A genealizedpriority queueis a structuresupportingthe priority queueoperationsdefinedin the previous sec-
tion andthe operationsmax anddeletemax It is obvious that the approachin the precedingsectionprovides
lineartime validationfor the operationsnsert, delete max, anddeletemax We now shav how to validatethe

generalizegriority queueoperations.

Definition 4 Basedon a sequenc®f generlizedpriority queueopeationstogetherwith the supposeadnswes,

wederivea new sequencef opemationscalledthe minimumsequencéy:

1. Remeing everymax opefation andthe correspondinganswer;and

2. Replacingevery deletemaxopeiation and correspondinganswerby a deletg) opeation, wheee i is the

itemnumbergivenin theanswerto the deletemaxopemtion.

Everyotheropention fromthe original sequences copiedto the minimumsequencevithoutchange. We saythat
two opeiations,0; fromtheoriginal sequencand O, fromtheminimumsequenceare correspondingopeiations
if
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1. Theopeiation O, is a deletemaxopemtion, O is a deleteopeiation, and O, wascreatedfrom O, by the

replacementule givenabove; or

2. Oy and O, are the sameopetion, with the sameargumentdut not necessariljthe sameansweyrand O,
is theundhanged copyof O;.

Themaximunsequencés definedanalagously

Theorem6 LetS bea sequencef genenlizedpriority queueoperationswith suppose@dnswes. Let S, and
Smaz DEtheminimumand maximunmsequencesgspectivelyThentheanswesin S are correctiff theanswes in
both S,,.;, and S, are correct.

Proof: Let Py, Ppin 0, and P, , bethe setsof elementsn the priority queueafter correctexecutionsof up
to operationO in S, Siin, andS,,.., respectrely. Accordingto Definition 4, it is easyto seethatif O; andO,
arecorrespondin@perationsn S andSy,in, Po, and Py, 0, containthe sameelementsThe samestatements
truefor correspondingperationsn S andS,,,, .

If the answergyivenin S arecorrect,this meansthatthey arethe answerghatwould be given by a correct
executionof theoperationsn S. SincePp, andP,,;, o, containthesameelementsftercorrespondingperations
0O, andO,, the correctanswergo the correspondingnin anddeleteminoperationsgnustbe the same.Thus,the

answern the sequence,,;, arecorrect.Similarreasonindholdsfor Sy, .

Onthe otherhand,if the answerson both S,,;, andS,,... arecorrect,we mustshav thatthe answergjiven
in S arecorrect. We know that Pp, and P,,;, 0, containthe sameelementsafter the correspondingperations
0O, andO,. Supposehatthe answerdn S arecorrectup to operationO;. We may assumehat O, is a min,
max, deletemin, or deletemaxoperationsincethe otheroperationsio not returnanswers.Suppose); is amin
or deleteminoperationand O/ is the operationmmediatelybeforeO;. Operation0O), canbe definedin a similar
fashionwith respectto O,. Sincethe priority queuesPy; andem,sz containthe sameelementsthe correct
answerdor both min operationamustbe the same. Thereforethe answergivenin S for O is correctbecause
it is the sameasthe answergivenin S,,;, for Os. Similarly, the abore statemenstill holdsif O; is a max or
deletemaxoperation.C

6 Experimental Results

In this sectionwe evaluatethe useof certificatedor datastructuresasappliedto four well-known andsignificant
problemsin computerscience:the shortest-pattproblem, sorting, the Huffman-treeproblem, and the skyline

problem. We have implementedbasicalgorithmsfor theseproblemsand appliedthe approacheslescribedn
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Sectiond4 andSection5 to implementalgorithmswhich generateandusecertificates.Timing datawasmeasured

in CPUsecondandcollectedusinga SunUltra 5 runningSolaris2.6.

Thetiming informationreportedn thetablesconsistof theruntime of thebasicalgorithm(i.e.,nocertificate),
the run time of the executionthatgenerateshe certificatethe run time of the executionthatusesthe certificate,
the percentof savings by usingcertificatesandthe speed-u@chiezed by the secondexecutionof the certificate-
basedapproach.The percentof savingsis computedoy comparingthe total run time of the two executionsfor
generatingandusingcertificatesagainsttwice the run time of the basicalgorithm. The speed-ups computedoy
dividing theruntime of thebasicalgorithmby theruntime of the executionthatusegshecertificate.At eachinput

size,betweerfifty andonehundrednputsweregenerate@ndthe executiontimed.

During experimentatiorit wasdiscoseredthatthe overheadf generatinghe certificatewassometimesmall
enoughto be within the timing error. This resultedin a few trials in which the reportedrun time for the first
executionof thecertification-basedpproactwasslightly lessthanthetime for thebasicalgorithm. To avoid these
anomalousesults timings arebasedon twenty-five to onehundredrepetitionsof the algorithmon eachinput. A
smallemumberrepetitionsvasusedfor thelargersetsbecaus®f theincreasedime requiredfor experimentation.

Theruntime reportedn thetableis thetotal runtime divided by the numberof repetitionson eachinput.

Apart from the datastructuresthe implementationof both executionsof the certificate-base@pproachis
nearlyidenticalto the implementatiorof the basicalgorithm. The only differenceis a parametepassedo the
data-structurecode indicating whethera certificate should be generatecbr used. All codeimplementingthe
certificatesis localizedto the modulesimplementingthe datastructuresallowing the generatioranduseof the
certificateto betransparento the userof thesemodules.Dueto spaceconstraintonly anabbreiateddiscussion

of thealgorithmsis given.

6.1 ShortestPath

GivenagraphG = (V, E) with non-ngative edgeweightsanda sourcevertex vy, we wish to find the shortest
pathsfrom the sourcevertex to eachof the otherverticesin G. Thisis a classicproblemandhasbeenexamined
extensvely in theliterature[10]. Our approachs appliedto Dijkstra’s algorithmwhichis a greedyalgorithm. At
eachstep,thereexists a setof verticesS to which shortesipathsareknown, anda setT' of verticesadjacento
membersf this set. The bestpathsknovn to memberof T' areexamined,andthe vertex v, with the minimum

pathlengthremovedfrom 7" andaddedo S.

As shawn in Figure 8, a datastructurethat supportansert, delete anddeletemin operationsanbe usedto
implementthis algorithm. Input graphsof |V| verticesand |E| edgeswere generatedy choosinga setof |E|
distinctedgesuniformly from all possiblesuchsetsandthenrejectinggraphsthatwerenot connected |E| was

chosensuficiently large that eachselectionis connectedwvith high probability resultingin few rejections. The
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input sizeswerechoserto keeptheratio | E|/|V'| constantfor in practicetheruntime of thealgorithmis affected

by thisratio. ThecolumnlabeledSize” in Table3 containsanorderedpair indicatingthe numberof verticesand

edges.
ShortestBth(G = (E,V),v0) {
* d[V] = arrayof thebestknown pathlengthsfrom vy, indexed by the vertices.
S = setof verticesfor which the shortespathsfrom vy have beendetermined.
@ = priority queueof verticesin V' — S, with d[V'] valuesusedaskeys */
dlvg] =0
forv # v
d[v] = o0
S=0
forveV
Q.insert(d[v],v)
while (Q # 0)
u = Q.deletemin()
S=SU{u}
for eachvertex v in Adj[u]
if djv] > d[u] + w(u,v)
Q.delete(d[v],v)
d[v] = d[u] + w(u,v)
Q.insert(d[v], v)
}
Figure8: Shortest-patlalgorithm
Size BasicAlgorithm First Execution SecondExecution | Speed-up| Percenbf
(generatesertificates)| (usescertificates) Savings
20000,200000 0.83 0.88 0.39 2.13 23.49
40000,400000 1.90 2.00 0.88 2.16 24.21
60000,600000 3.04 3.19 1.42 2.14 24.18
80000,800000 4.38 4.56 1.99 2.20 25.23

Table3: Shortespath
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6.2 Heapsort

Sortingis a fundamentabperationin computersystemq10] andmay beimplementedwith a priority queue(or

morespecifically aheap)y insert-ing all elementandperformingdeleteminoperationsintil thequeuds empty

Input datawasgeneratedy creatingsetsof integerschosenuniformly from the intenal [0, 10000000]. Fig-
ure9 shaws aplot of timetakenby atwo-versionprogrammingsolutionandasolutionusingacertificategenerated

by theanswervalidationapproacHor priority queues.

Size BasicAlgorithm First Execution Secondexecution | Speed-up| Percenbf
(generatesertificates)| (usescertificates) Savings
1000000 2.85 3.15 1.19 2.39 23.86
2000000 6.62 7.49 2.52 2.63 24.40
3000000 10.85 12.40 3.88 2.80 24.98
4000000 15.42 17.80 5.26 2.93 25.23

Table4: Heapsort

Heapsort

Basic Algorithm

Run Time
(seconds)

Second Execution

le+06 1.5e+06 2e+06 2.5e+06 3e+06 3.5e+06 4e+06 4.5e+06
Data Size

Figure9: Heapsort

6.3 Huffman Tree

Givenasequencef frequenciegpositive integers),we wish to constructa Huffmantree,i.e., a binary treewith

frequenciesassignedo the leaves, suchthat the sumof the weightedpathlengthsis minimized. This is another
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classicalgorithmicproblem[10] andhasbeenusedextensvely in data-compressioalgorithmsthroughthedesign
anduseof Huffmancodes.Thetreestructureandcodedesignarebasen frequencie®f individual characterén
the datato be compressedin this paperwe areconcernednly with the Huffmantree,interestedeadersshould

consult[10] for informationaboutthe codingapplication.

TheHuffmantreeis built from thebottomup andthe overall structureof thealgorithmis basecn thegreedy
“merging” of subtrees.An arrayof pointersis usedto point to the subtreesasthey areconstructed.nitially, n
single-\ertex subtreesreconstructedeachoneassociateavith a frequeng numberin theinput. The algorithm
repeatedlymeigesthe two subtreeswith the smallestassociatedrequeng values,assigningthe sum of these
frequenciego theresultingtree. A priority-queuedatastructureallows the algorithmto quickly find the subtrees

to mege ateachstep.

Datafor the timing experimentswas generatedyy choosinginteger frequenciesuniformly from the range
[0, 100000].

Size BasicAlgorithm First Execution Secondexecution | Speed-up| Percenbf
(generatesertificates)| (usescertificates) Savings
100000 0.40 0.41 0.21 1.90 22.50
500000 2.73 2.94 1.25 2.18 23.26
1000000 6.51 6.82 2.61 2.49 27.57
1500000 10.53 11.51 3.64 2.89 28.06

Table5: Huffmantree

6.4 Skyline

Givena setof rectanglesvith collinearbottomedgesihe skyline is the figure resultingfrom remaoving all hid-
den edges. The problem of computingthe skyline for a set of rectangularbuildings by eliminating hidden
linesis discussedn [17]. We usea plane-sweemlgorithmthat canbe easilyimplementedandis widely used
for computational-geometrproblems[18]. It typically usesa priority queuefor event schedulingand may be

amenabldo certificate-basedpproaches.

Usinga plane-sweeplgorithm,we computethe skyline asfollows. Initialize a vertical sweep-lingo theleft
of all therectanglegwe mayassumehatall rectangleareto theright of the y-axis). As we sweeptheline to the
right we maintaina collectionof the heightsof therectangleencounteredFor eachrectangleR, the heightof R
is addedto the collectionwhenwe encounterR’s left edgeandremoved whenwe encounteits right edge. The
heightof the skyline at any point z, is the maximumbheightin the collectionwhenthe sweep-lings atz = .

A structuresupportinginsert and deletemin operationis all thatis neededo orderthe events,and a structure
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supportinginsert, max, anddelete operationds requiredto storethe rectangleheights.A priority queuecanbe

usedto orderthe sweep-lineavents,anda generalizegriority queueto storetherectangleheights.

Input datawas generatedy choosingintegral rectangleheightsuniformly over the range[0, 100000]. The
z-coordinatef theleft edgeswere chosenuniformly over the range[0, 90000] andthe width of eachrectangle

waschoseruniformly over therange[1, 10000].

Size | BasicAlgorithm First Execution SecondExecution | Speed-up| Percenbf
(generatesertificates)| (usescertificates) Savings
100000 2.53 2.58 0.83 3.05 32.61
200000 6.00 6.13 1.72 3.49 34.48
300000 9.36 9.63 2.64 3.55 34.46
400000 13.42 13.82 3.74 3.59 34.58
Table6: Skyline

6.5 Experimental Summary

The dataclearly indicatesthat the certificate-base@pproachresultsin significantpracticaltime savings. The
secondxecutiontypically requiredonly 1/2to 1/3the CPUtime of thebasicalgorithm. For threeof theproblems
examined,the speed-upvasgreaterfor larger datasets. This is not a surprisesincethe worst-caseun time for
the basicalgorithmsis O(n log n), whereaghe secondexecutionof the certificate-basedpproachrequiresonly
linear worst-casdime. Indeed,it is somavhat surprisingthatthe speed-ugor the shortestpathexperimentwas
nearlyconstanticrosgherangeof inputsizes.This appearso be dueto thefactthatthealgorithmis executedon

randomgraphsratherthangraphsthatproduceworst-casdehaior.

7 Conclusionand Discussion

Run-timecertificatescanbeusedto efficiently checkthe correctnessf computationatesultswith relatively small
time overheadandsoftwareredundang In the past,a certificatehadto be customizedor a specificalgorithm.
In this paperwe have formulatedand solved the answetvalidation problemusing genealized certificatesfor
abstractatastructuresuchasdisjoint-set-uniorandpriority queuesThesedatastructuresareapplicableto wide
classeof algorithms. Specificallywe have appliedanswervalidationto producecertificatesfor four algorithms
usingpriority queues:shortesipath,heapsortHuffmantree,andskyline. The experimentalresultsindicatethat
the certificate-basednswetrvalidationhasfault-detectiorcapabilitysimilar to that of two-versionprogramming,

but with far lessoverheadandup to a 3.5-fold speed-upn executiontime. Furthermoreasthe sizeof the data
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setsemployed in the algorithmsincreasesthe adwantageof certificate-base@pproachis even more olvious,
makingitself particularlyattractve for low-overheadenhancementf the dependabilityof operationsassociated

with computationallyintensve applications.

The certificategeneratioris encapsulatedy the priority-queuemplementationThus,the certificatesarenot
tailoredto the specificalgorithms andthistechniquemaybeappliedto ary algorithmusingpriority queueseither

in isolationor in combinationwith otherdatastructures.

If the original algorithmusesmultiple abstracdatatypesandthereis an efficient answervalidationfor each
of them,we cangeneralizeour approachby leaving behinda generalizectertificatewhich consistof a separate
certificatefor eachof the abstractdatatypes. The effect on the speed-upof the secondexecutionwill be cu-
mulative. Furthermorethe certificate-basedpproachcanbe usedjointly with otherfault tolerancetechniques.
Multiple answelvalidationalgorithmscanbe developedto generateandreadmultiple (but different)certificates.
Thesealgorithmscanbeimplementedy separateéeamsof individuals. A generalarchitecturdor theinteraction
of thesealgorithmsis animportantfutureresearctiopic. Theideasdevelopedin N-versionprogrammingcanbe

usedasguidancean exploring suchissues.

Anotherapplicationof the answetvalidationtechniquds to run ananswesvalidationalgorithmconcurrently
with the algorithmthat usesthe abstractdatatype. The answervalidationalgorithmactsasa monitor ensuring
thatall interactionswith the abstractdatatype arehandledcorrectly Thisis valuablebecausemary algorithms

spenda largefraction of their time operatingon abstractiatatypes.

Theabove techniqueslsosupportfault-detection.Oneapproacho a fault-tolerantsolutionis to implement
theabstractatatypewith arepairabledatastructure[19]. Whenthe answetvalidationalgorithmdetectsanerror

arepairmaybeattemptedIf successfulgontinuedexecutionwill be possible.
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