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Abstract

Run-timecertificatescanbeusedto efficiently checkthecorrectnessof computationalresultswith relatively small

timeandsoftwareredundancy. However, certificatesheretoforehave hadto becustomizedto specificalgorithms.

In thispaperweprovideboththeoreticalandexperimentalresultsregardingtheuseof certificatesfor wideclasses

of algorithmsbasedon commondata-structureoperations.Usingananswer-validationmonitoringapproach,cer-

tificatescanbecreatedfor avarietyof algorithms.Specifically, thispaperdiscussesanswer-validationmonitoring

of disjoint-set-unionandpriority-queueoperations.The correctnessof the answervalidationapproachis rigor-

ously demonstrated.Experimentalresultsarepresentedfor four well-known algorithmsusingpriority queues:

shortestpath,heapsort,Huffman tree,andskyline. It will beseenthat thecertificateutilized for eachalgorithm

is genericin thesensethatit is applicableto any algorithmusinga priority queue.Theexperimentalresultscom-

parethe certificateapproachusinganswer-validationmonitoringto a two-versionprogrammingapproach.It is

seenthatthecertificate-basedapproachhassignificantlyloweroverhead.Furthermore,theadvantageof usingthe

certificateapproachbecomesgreaterasthe sizeof the algorithminput increases,makingthe approachparticu-

larly attractive for low-overheadenhancementof thedependabilityof operationsassociatedwith computationally

intensive applications.
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1 Intr oduction

Softwaremustbe highly reliable,continuouslyavailable,andextremelysafe[1]. However, the complexity of

softwarecontinuesto increase,andcorrespondinglytheexistenceof softwarefaultsduringsystemoperationalso

increases,which in turn makes it very difficult andcostly – if not infeasible– to performcomprehensive and
�
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rigorousfault avoidanceor fault removal techniques.Indeed,even thoughsuchtechniquesmight be employed

exhaustively duringsoftwaredevelopmentphases,thereis still no guaranteethat thesoftwareis not error-prone,

since,for example,many run-timefaultsare transientandunpredictableregardingtheir sources,and therefore

might only manifestthemselves during run-timeoperations.As a result,practicalsoftwaresystemscanrarely

be assuredto be free of faults or totally resilient to error-pronebehavior. Accordingly, varioussoftware fault

tolerancetechniqueshave gainedimportancein applicationsof dependablesystemsbecauseof their purported

capabilitiesin delivering acceptableresultsin the presenceof software/hardware faults (especiallythoseof a

transientnature).Suchfault tolerancetechniquescandynamicallyevaluateanswersprovidedduringtherun time

of softwareapplicationsto determinewhethercorrectresultsarebeingprovided.

As examplesof softwarefault tolerancetechniques,therecovery blockapproach[2] usesacceptancetestsand

alternative proceduresto producea correctoutputfrom a program,which is structuredinto blocksof operations.

Formalmethodologiesfor thedefinitionandgenerationof acceptancetests,however, have not beenfully estab-

lished. A programresultcheckingapproach[3] developsanalgorithmto checktheoutputof anotheralgorithm

for correctnessand thus is similar to an acceptancetest in a recovery block. The checkingalgorithmmay be

calledmultiple times,basedon theinput/outputspecificationsof aproblemonly, not thespecificalgorithmbeing

checked. Anotherpopularsoftwarefault toleranceapproachis
�

-versionprogramming[4, 5, 6], where
�

func-

tionally equivalentsoftwareversionsareindependentlydevelopedandexecutedgiven thesameinput, andtheir

outputsaresubsequentlycomparedto detectfaults.Like resultchecking,
�

-versionprogramminghaslargetime

andsoftwareredundancy.

A different yet more generaland efficient fault toleranceapproachhasbeendescribedin [7, 8] using the

conceptof a certificate. In essence,a primaryprogramis modifiedto not only producetheresults,but alsoleave

behindatrail of information,referredto asacertificate.A secondaryprogramtakesthesameinputastheprimary

programplusthecertificateandeitherproducesthesameresultsif they arecorrector indicatesthatanerrorhas

occurredin theprimaryprogram.Thecertificatehasto becustomizedfor eachspecificalgorithmandbeextracted

againfor otheralgorithms,evenif they areimplementedusingthesamedatastructure.

In this paper, we formulateananswervalidationproblemfor abstractdatatypesthatcanbeusedby a wide

rangeof algorithms(i.e.,not restrictedfor usewith aspecificalgorithm).Wethendescribea two-phaseschemato

solve this problemby usinga significantlygeneralizedcertificate-basedapproachin thesystemthatwasinitially

introducedin [7]. Wedevelopthisschemafor disjoint-set-unionandpriority queueabstractdatatypes,andfurther

demonstrateits effectivenessandefficiency in suchalgorithmapplicationsasshortestpath,heapsort,Huffman

tree,andskyline thatutilize priority queuedatastructures.Ourempiricalevidenceshowsthatthecertificate-based

approach,without a needof customizingthecertificatesto any of the four specificalgorithmsbeingconsidered

but enablingthemto begenerallyapplicableto any algorithmsusingpriority queues,canachieveupto 3.5foldsof

run-timespeed-upin comparisonto thetwo-versionprogrammingapproachfor validatingtheanswersof various
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algorithmswith abstractdatatypes.Moreover, asthesizeof thedatasetsemployed in thealgorithmsincreases,

theadvantageof certificate-basedapproachis evengreater, makingitself particularlyattractive for low-overhead

enhancementof thedependabilityof operationsassociatedwith computationallyintensive applications.

The restof this paperis organizedas follows: Section2 reviews the conceptof two-versionprogramming

andcertificate-basedapproaches.Section3 formulatesandsolvestheanswervalidationproblemfor abstractdata

typesby usingcertificate,basedon anexampleof disjoint-set-uniondatatype. Section4 andSection5 illustrate

the applicationto answervalidation of priority queuedatatype. Section6 comparesthe experimentalresults

of answervalidationfor shortestpath,heapsort,Huffman tree,andskyline problemsusingcertificatewith those

usingtwo-versionprogramming.Section7 concludesthispaperwith discussionson futurework.

2 Two-VersionProgramming and Certificate-basedApproach

2.1 Two-VersionProgramming

Without lossof generality, we consider
�

-versionprogrammingwith
�����

for thesimplicity of presentation.

Two-versionprogrammingconsistsof two independentlydevelopedprogramsto solve the sameproblemand

comparethetwo outputsgeneratedfor agiveninput. If thetwo outputsareequalthentheoutputis correct.If the

two outputsaredifferentthenanerrorhasbeendetected.It is easyto seethattwo-versionprogramminghasboth

timeandsoftwareredundancy. In addition,theremightbeerrorsduringbothexecutionswhichcausebothoutputs

to beincorrect,andyet equalcoincidentally. Therefore,we mustconstraintheclassof errorsunderconsideration

andonenaturalconstraintstatesthat errorsarerestrictedto modify only the executionof oneof the programs.

Thematerialbelow presentstheseideaswith moreprecision.

Definition 1 A problem � is formalizedasa relation, i.e., a setof ordered pairs. Let � bethedomain(that is,

thesetof inputs)of the relation � and let 	 be the range (that is, thesetof solutions)for theproblem. We say

an algorithm 
 solvesa problem � iff for all �
��� when � is input to 
 thenan ����	 is outputsuch that� ����������� .

Definition 2 Let ��������	 bea problem.A solutionto this problemusingtwo-versionprogrammingconsists

of algorithmsimplementingtwo functions  "! and  $# with the following domainsand ranges  "!%�&�'� 	 and

 &#(�)�*�'	 . Thefunctionsmustsatisfythefollowing threeproperties:

(1) for all �+��� there exists �,�-	 such that  .! � �/� � � and
� �����������

(2) for all �+��� there exists �,�-	 such that  &# � �/� � � and
� �����������

(3) for all �+���� .! � �/� �  $# � �0�
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Hence,  "! and  &# both solve problem 1 and they agreeon the answerseven when multiple answersare

possible.Note that this means .! and  $# arethe samefunction. We usetwo function namesin orderto allow

thecarefulstatementof thetheoremgivenbelow. Thetheoremalsousesvariantfunctionswhicharemarkedwith

primes.Theseprimedfunctionsareintendedto capturethenotionof theoccurrenceof errors.

Theorem 1 Let  .! and  &# satisfythedefinitionof 2-versionprogramming.

Let  32! beanarbitrary functionwith domain � andrange 	 .

For all �4���
let  32! � �/� � �52 and  &# � �/� � �

if � � � 2 then
� ����� 2 ����� i.e.,answeris correct

if �46� �52 then  32! � �/�(6�  "! � �0� i.e.,erroris detected

Let  32# beanarbitrary functionwith domain � andrange 	 .

For all �4���
let  .! � �/� � � and  32# � �0� � �52

if � � �52 then
� �����527����� i.e.,answeris correct

if �46� � 2 then  2# � �/�(6�  $# � �0� i.e.,erroris detected

Proof: Part One: Let �8�9� bean arbitraryelementof thedomain,let  32! � �/� � �:2 , andlet  &# � �/� � � . By

property(2) of thedefinitionof two-versionprogramming,
� �;���<�=�9� . Now, suppose� � �52 then

� �����52>�?�9� ,

and, in this case,the answerspecifiedby either � or � 2 , is correct. Supposeinstead �@6� � 2 . By property(3)

of the definition of two-versionprogramming, "! � �/� �  &# � �/� . But,  &# � �/� � � ,  A2! � �0� � �52 and �B6� �52 , so,

 32! � �/�(6�  ! � �0� . In this case,anerrorhasbeendetected.

Part Two: Let �C�D� beanarbitraryelementof thedomain,let  "! � �0� � � , andlet  2# � �0� � � 2 . By property

(1) of thedefinitionof two-versionprogramming,
� �������E�-� . Now, suppose� � �52 then

� �;���:27�E�F� , and,in this

case,theanswerspecifiedby either � or � 2 , is correct.Supposeinstead�46� � 2 . By property(3) of thedefinitionof

two-versionprogramming, "! � �0� �  &# � �/� . But,  "! � �/� � � ,  32# � �/� � �52 and �G6� �52 , so,  32# � �0�=6�  &# � �/� . In this

case,anerrorhasbeendetected.

Many elementscanoperateincorrectlywhena computersystemcomposedof hardwareandsoftwareis used

to solve a problem.For example,theremight bea hardwaredesignerror, or asoftwaredesignerror. Theremight

bea hardwarefault duringexecution,or theoperatingsystemmight malfunctionduringexecution.Further, any

combinationof thesedifficultiesmightoccur. In thetheoremabove,weusedprimedfunctionsto modeltheeffect

of thesemyriadpossibledeviationsfrom correctfunctioning.Informally, thefirst partof thetheoremconcernsthe
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situationwhen  $# is computedcorrectly, yet anomaloussystembehavior causes "! to be computedincorrectly

as  2! . In this case,thecomparisontestperformedin two-versionprogrammingallows a givencorrectanswerto

bedeterminedfor a given input, or it allows thedetectionof theerrorcausingbehavior. Thesecondpartof the

theoremis similar, but concernsthesituationwhen  ! is computedcorrectly, yet  # is computedincorrectlyas

 2# . In thiscase,thecomparisontestalsoallowsagivencorrectanswerto bedetermined,or it allows thedetection

of theerror.

2.2 Certificate-basedApproach

It is alsonaturalto just try to modify oneof the two programsto make the taskof determiningthe correctness

of its outputeasier. For example,we suggestmodifying a programsothat it generatesadditionalinformation(a

trail of data)whichwe call acertificate. Thecentralideais to modify thefirst algorithmsothatit leavesbehinda

certificatesuchthatit canallow thethesecondalgorithmto executemorequickly and/orhave a simplerstructure

thanthefirst algorithm.Thismechanismimprovestheefficiency andsimplicity of ascertainingthecorrectnessof

theoutputanswer. As above, theoutputsof the two executionsarecomparedandareconsideredcorrectonly if

they agree.Note,however, thatwe mustbecarefulin definingthis approachor elseits error-detectioncapability

might be reducedby the introductionof datadependency betweenthe two algorithmexecutions.For example,

supposethefirst algorithmexecutioncontainsanerrorwhichcausesanincorrectoutputandanincorrectcertificate

to begenerated.Furthersupposethatnoerroroccursduringtheexecutionof thesecondalgorithm.It still appears

possiblethat the executionof the secondalgorithmmight usethe incorrectcertificateto generatean incorrect

outputwhich matchesthe incorrectoutputgiven by the executionof the first algorithm. Intuitively, the second

executionwould be “fooled” by thecertificateleft behindby thefirst execution. Thedefinitionswe give below

excludethispossibility. They demandthatthesecondexecutioneithergeneratea correctansweror signalthatan

errorhasbeendetectedin thecertificate.

Theformaldefinitionbelow describesthemodificationof aprogramsothatit generatesacertificate.Referto

theprevioussectionfor thedefinitionof problem� .

Definition 3 Let ���;�H�I	 bea problem.A solutionto this problemusinga certificateconsistsof algorithms

implementingtwofunctions .! and  &# with thefollowingdomainsandranges  "!J�)�K�'	(LNM and  $#3�)��LNMO�
	QP8R0SUTVTXW�T/Y . M is thesetof certificates.Thesymbol SZT[TXW�T is chosensuch that SZT[TXW�T\6�B	 . Thefunctionsmust

satisfythefollowing twoproperties:

(1) for all �+��� there exists �,�-	 andthere exists ]��FM such that

 ! � �0� � � �^�X]_� and  # � ���X]_� � � and
� �����������

(2) for all �+��� andfor all ]`��M
either(  &# � ���X]_� � � and

� ����������� ) or  $# � ���X]_� � SUTVTXW�T .
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In contrastwith two-versionprogrammingwhereeachversionof the algorithm is executedindependently

without any information about the executionof the other algorithm and there is no relationshipbetweenthe

executionsof two differentversionsof thealgorithmotherthanthey bothusethesameinput, thecertificate-based

approachallowstheprimarysystemsto generateatrail of informationwhile executingits algorithmthatis critical

to the secondarysystem’s executionof its algorithm. Moreover, the certificateis designedto allow the second

algorithmto executemorequickly and/orhave a simplerstructurethanthefirst algorithm.This mechanismhelps

reducethe time andhardwareredundancy associatedwith two-versionprogrammingapproach.It alsoexpends

fewer resources.Wewill furthershow thatbothapproacheshave similarerror-detectioncapabilities.

On the otherhand,
�

-versionprogrammingcanbe in effect thoughtof relative to the certificate-basedap-

proachas the employment of a null certificate. The informal interpretationof the following theoremis very

similar to the onegiven for the two-versionprogrammingtheorem. The first part of the theoremconcernsthe

situationwhen  $# is computedcorrectly, yet  "! is computedincorrectlyas  2! . In this case,thecomparisontest

allows a correctanswerto bedetermined,or it allows thedetectionof an error. Thesecondpartof the theorem

concernsthe situationwhen  "! is computedcorrectly, yet  &# is computedincorrectlyas  32# . Onceagain,the

comparisontestallows thedeterminationof a correctansweror thedetectionof anerror.

Theorem 2 Let  .! and  &# satisfythedefinitionof a certificate.

Let  2! beanarbitrary functionwith domain � andrange 	DLFM .

For all �4���
let  32! � �/� � � �52a�X]b2>� and  # � ���X]b2>� � �:2 2

if � 2 � � 2 2 then
� �;��� 2 �`��� i.e.,answeris correct

if �52c6� �52 2 then  A2! � �0�36�  .! � �/� i.e.,erroris detected

Let  32# beanarbitrary functionwith domain � andrange 	4PCR0SUTVTdWeT/Y .
For all �4���

let  .! � �/� � � �^�X]X� and  2# � �;�X]X� � � 2
if � � �52 then

� �����527����� i.e.,answeris correct

if �46� � 2 then  2# � �;�X]X�A6�  $# � �;�X]X� i.e.,erroris detected

Proof: PartOne:Let �+�f� beanarbitraryelementof thedomain,let  32! � �0� � � �52a�X]g27� , andlet  # � ���X]b2>� � �:2 2 .
Since  2! hasrange 	9LhM we know � 2 �i	 and ] 2 �@M . By property(2) of the definition of certificate,either� �����52 2>�`�C� or �:2 2 � SZT[TXW�T . Now, suppose�:2 � �52 2 theneither

� �����527����� or �52 � SUTVTdW�T . But �52j�-	 andthe SUTVTdW�T
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symbolis chosento beoutside	 , so �:2.6� SUTVTdW�T . In this case,
� �;���:27�J�C� andtheanswerspecifiedby either �52 or

� 2 2 , is correct.

Supposeinstead�52`6� �52 2 . Let  "! � �0� � � �)�X]_� andsupposeby way of contradictionthat  32! � �/� �  "! � �0� . This

means� � �:2 and ] � ]b2 . Further,  # � ���X]b27� �  # � ���X]_� � � by property(1) of thedefinitionof certificate.Recall,

 &# � �;�X] 2 � � � 2 2 which implies � 2 2 � � � � 2 . This is a contradictionsincewe wereassuming� 2 6� � 2 2 . Weconclude

 32! � �/�(6�  "! � �0� . Therefore,in thiscase,anerrorhasbeendetected.

Part Two: Let �\�k� be an arbitraryelementof the domain,let  "! � �0� � � �^�X]X� , andlet  2# � ���X]_� � � 2 . By

property(1) of thedefinitionof certificate,
� ����������� . Now, suppose� � �52 then

� �����52>�`�C� , andin thiscase,the

answerspecifiedby either � or �52 , is correct.

Supposeinstead�Q6� � 2 . By property(1) of thedefinitionof certificate, &# � �;�X]X� � � . Since  2# � ���X]_� � � 2 and

�l6� �:2 we conclude 32# � ���X]_�(6�  $# � ���X]_� . Hence,in thiscase,anerrorhasbeendetected.

Thetheoremaboveissomewhatsurprising,becauseit showsthattheerrordetectionpropertiesof thecertificate-

basedapproachandtwo-versionprogrammingarevery similar. This is despitethe fact thatadditionaldata,the

certificate,is beinggeneratedandusedto enablefasterandsimplercomputation.Thecertificate-basedapproach

was deliberatelydefinedto have desirableerror-detectionproperties. We do not claim that the approachis a

panacea.but we do believe thatit alwaysmeritssubstantive consideration.

Wealsonotethatthetheoremsabovedonotcaptureall possibledifferenttypesof errorbehavior. For example,

a hardwareor softwarefault might causea programto enteran‘infinite loop’ in which caseno outputwould be

generated.A fault might causeall availablecomputingresourcesto be consumed,e.g.,all free memorymight

be allocated. The outputmight be too large, e.g.,a very large string might be generated.Theseproblemsare

not preciselymodeledby thevariantprimedfunctionsusedin thetheoremsabove. But notethat thesebehaviors

arerelevant to eachof the error detectionschemeswe discuss:two-versionprogramming,certificate,program

checkers, and others. Clearly, theremust be alternative error detectionfacilities suchas watchdogtimers for

‘infinite loops’,andresourceutilizationmonitors.In addition,if a functionvaluelying outsideits properrangeor

domainis encounteredthenanerrordetectionflag shouldberaisedandexecutionshouldenteranerrorhandling

routine. Theseauxiliary detectionmechanismsareneededfor eachof theapproachesmentioned.Our proposal

concentrateson the typesof errorswhich we feel areprevalent,andwhich are the mostdifficult to detectand

remove, i.e., theonesthatresultin variantfunctions.

Moreover, thetheoremsabovedonotexplicitly treatthesituationwhereerrorsoccurduringbothexecutions.It

is possiblethattheerrorsmightcausetheoutputsof thetwo executionsto differ, in whichcasethecomparisontest

wouldstill beableto detectthepresenceof errors.Thisdesirabledetectionpropertyis presentin bothtwo-version

programmingandcertificate-basedapproaches.Onecanconstructaprobabilisticmodelto helpexplorethis issue,

but that is beyondthescopeof this discussion.Nevertheless,we arguethat thecertificate-basedapproachcando
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betterthantwo-versionprogrammingapproachin the aforementionedscenario.The reasonis what follows: in

thecertificate-basedapproach,thesecondexecutiontypically usesa differentandsimplerprogramthanthefirst

execution,andit canoften be executedmorequickly. Therefore,the probability of error detectioncanbe high

evenwhenerrorsarepresentin bothexecutions.

In [7, 8] thecertificate-basedfault toleranceapproachusestimeandsoftwareredundancy andcanbeoutlined

asfollows. In theinitial phase,a programis run to solve a problemandstoretheresult.In addition,this program

leavesbehinda certificate.In thesecondphase,anotherprogramis run which solvestheoriginal problemagain.

This program,however, hasaccessto thecertificateleft by thefirst program.Becauseof theavailability of the

certificate,thesecondphasecanbeperformedby a lesscomplex programandcanexecutemorequickly. In the

final phase,thetwo resultsarecomparedandif they agreetheresultsareacceptedascorrect;otherwiseanerror

is indicated.An essentialaspectof this approachis thatthesecondprogrammustalwaysgenerateeitheranerror

indicationor a correctoutputeven whenthecertificateit receivesfrom thefirst programis incorrect. However,

theabovecertificatecanonly beappliedto aspecificalgorithmandhasto beextractedagainfor otheralgorithms,

even if they areimplementedusingthe samedatastructure,which severely limits its usein practice. From the

next sectionon,we shallgeneralizetheabove approachby developingcertificate-basedapproachfor anumberof

differentalgorithmsthatusethesameabstractdatatypes.

3 Answer Validation Problemfor Abstract Data Types

3.1 ProblemFormulation

Our generalapproachto applyingcertificatesusestheconceptof abstractdatatype. Eachabstractdatatypehas

a well defineddataobjector a setof dataobjects,aswell asa definedfinite collectionof operationsthatcanbe

performedon its dataobject(s).Eachoperationtakesa finite numberof arguments(possiblyzero),andsomebut

not all operationsreturnanswers.An exampleof anabstractdatatype is a priority queue.Thedataobjectfor a

priority queueis an orderedpair of the form ( m , n ) where m is an item numberand n is a key value. Two of the

priority queueoperationsareinsert(m , n ) anddeletemin. The insert operationhastwo arguments:item numberm
andkey value n . The insert operationdoesnot returnananswer. Thedeleteminoperationhasno arguments,but

it doesreturnananswer. Theprecisedefinitionandsemanticsof theseoperationsaregivenlaterin Section4.

Intuitively, an answervalidation problemconsistsof checkingthe correctnessof a sequenceof supposed

answersto asequenceof operationsperformedonanabstractdatatype.For eachabstractdatatypewe formulate

theanswervalidationproblemasfollows:

Formulation 1 The input to the answervalidation problemis a sequenceof operations on the abstract data

typetogetherwith theargumentsof each operation. Thesequencecontainsthesupposedanswers for each of the
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operationswhich returnanswersandeach supposedansweris pairedwith theoperation that is supposedto return

it. ! Theoutputfor theanswervalidationproblemis theword “corr ect” if theanswersgivenin theinputmatch the

answers that wouldbegeneratedby actuallyperformingtheoperations.Theoutputwill betheword “incorr ect”

if theanswers do not match. Theoutputwill betheword “ill-formed” if thesequenceof operationsis ill-formed,

e.g., anoperation hastoomanyargumentsor anargumentrefers to an inappropriateobject.

Themostimportantaspectof theanswervalidationproblemis thatit is oftenpossibleto checkthecorrectness

of theanswersto a sequenceof operationsmuchmorequickly thanactuallycalculatingwhattheanswersshould

be from scratch.In otherwords,theanswervalidationproblemhasa smallertime complexity thantheoriginal

abstract-data-typeproblem. In [9], for example,to calculatethe answersto a sequenceof o priority queueop-

erationstakes p � oAqsret � o&�X� time. It is possibleto checkthecorrectnessof theanswersin only u � o&� time. This

speed-upis very usefulin transient-fault-detection applications.

In what follows we shall show how to createcertificatesfor programswhich useabstractdatatypeswhen

thosedatatypeshave efficient solutionsto their answervalidationproblems.

3.2 Answer Validation SchemaUsing Certificates

Data Structure Implementation

First Execution

Compare

Second Execution
or Error

Output Duplicate
Input Operations + Answers

(Certificates)

Data Structure Answer Validation

Figure1: Answervalidationschema

Theanswervalidationschemais depictedin Figure1. Supposethatwehavedevelopedanefficientsolutionto

theanswervalidationproblemfor someabstractdatatype.# Furthersupposethatwewishto runanalgorithm,say

A, whichusesthatabstractdatatype.To applythecertificate-basedapproachwecanusethefollowing schemato

yield thetwo executions:

FirstExecution:
v
Examplesof suchinputsaregivenin thecolumnslabeled“Operation”and“Answer”of Table2.w
By “efficient” wemeanthatthetimecomplexity of theanswervalidationproblemis smallerthanthatof theoriginalabstract-data-type

problem.
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ExecutealgorithmA. Eachtimeanabstract-data-typeoperationis performed,appendto thecertificatetheidentity

of theoperation,thearguments,andtheanswer.

SecondExecution:

ExecutealgorithmA usingthecertificateinsteadof adatastructureimplementation.Whenthealgorithmexecutes

a datastructureoperation,verify that the operationandargumentsmatchthosein the certificateandreturn the

answer(if any) from thecertificate.Validatetheanswersprovidedby thecertificate(seeSection4). If atany point

amismatchof operationsis detectedor thevalidationfails,output“error” andstop.

In the final stepthe outputsfrom the two executionsarecomparedandtheoutputis acceptedor an error is

signaled.This schemacanyield executiontime which is significantlylessthanthe executiontime obtainedby

runningalgorithmA twice,yet thesetwo approachesgive similar fault-detectioncapabilities.Thatis, if transient

faults occur during only one of the executionsthen either an error will be detectedor the output will still be

correct. Note that thefirst executioncanbe slower thana simpleexecutionof algorithmA sinceit mustoutput

a certificate.However, thesecondexecutioncanbesignificantlyfasterthana simpleexecutionof thealgorithm

sincetheinteractionswith theabstractdatatypetake lesstime overall. Theneteffect canbeamajorspeed-up.

3.3 A SimpleExample: Answer Validation for Disjoint-Set-Union

In orderto betterexplaintheschemafor usingcertificates,in thissub-sectionwewill discusstheanswervalidation

for disjoint-set-unionproblem.Dynamicsetsarefundamentaldatastructuresandcangrow, shrink,or otherwise

changeover time by algorithmicmanipulations.Thedisjoint-set-unionproblemconcernsa collectionof disjoint

dynamicsetsin which pairsof setscanbecombinedto yield new sets.Theunderlyinguniverseof setelements

consistsof theintegersfrom x to o inclusive. Also, theuniverseof setnamesconsistsof theintegersfrom x to o
inclusive. Therearethreeoperationsthatcanbeperformed:

create(A,y ) createsa singletonset namedA which containselement y . Set A must be undefinedbefore

creation.Sincesetsmustbedisjoint we requirethat y not yetbein someset.

union(A,B) createsa new setwhich is theunionof thesetsnamedA andB. This new setis calledA andthe

setnamedB becomesundefined.It is requiredthatthesetsnamedA andB becurrentlydefinedandbedisjoint.

find( y ) returnsthenameof thesetwhichcontainselementy . It is requiredthat y beamemberof someunique

set.

If anoperationviolatesoneof therequirementsdescribedabove thenit is consideredto beill-formed. Also,

if anoperationhasthewrongnumberor typeof argumentsit is consideredto beill-formed.

In Table1 we give an exampleof a sequenceof disjoint-set-unionoperationstogetherwith the answersfor

find operations.In addition,thecollectionof setsis depictedasit is changedby theoperations.For simplicity, in

this exampleeachsetnamecorrespondsto the integeroriginally containedin thesetwhenit is created.Setsare
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listedby first giving thenameof thesetfollowedby acolonandthenthecontentof theset.

Operation Answer Statusof sets

create(1,1) 1: z 1{
create(2,2) 1: z 1{ ,2:z 2{
union(1,2) 1: z 1,2{
find(2) 1

create(3,3) 1: z 1,2{ ,3:z 3{
create(4,4) 1: z 1,2{ ,3:z 3{ ,4:z 4{
create(5,5) 1: z 1,2{ ,3:z 3{ ,4:z 4{ ,5:z 5{
union(4,3) 1: z 1,2{ ,4:z 4,3{ ,5:z 5{
union(4,1) 4: z 1,2,3,4{ ,5:z 5{
find(2) 4

find(4) 4

create(6,6) 4: z 1,2,3,4{ ,5:z 5{ ,6:z 6{
union(5,6) 4: z 1,2,3,4{ ,5:z 5,6{
create(7,7) 4: z 1,2,3,4{ ,5:z 5,6{ ,7:z 7{
union(5,7) 4: z 1,2,3,4{ ,5:z 5,6,7{
find(6) 5

Table1: Sequenceof operationsfor adisjoint-set-union

We maybuild a forestto representthethreeoperationson thedisjoint-set-union.Every noderepresentsa set

aftercertainoperations.Every solid arcpointsfrom thenew setto theold setin union operation.Every dashed

arcrepresentsthefind operationandpointsfrom thesetof operationargumentto thesetof returninganswer. In

addition,thereis no arcfor createoperationandall leaf nodesarecreatedsets.As a final stepwe will performa

traversalof theforestandperformappropriatechecks.Theunion forestcorrespondingto theoperationsgivenin

Table1 is shown in Figure2

The disjoint-set-unionproblemis a classicproblemwhich hasmany applications[10] suchas the off-line

min problem,connectedcomponents,least-commonancestors,andequivalenceof finite automata.Of particular

interestis thetime-complexity of performingasequenceof operations.Let ussaythetotalnumberof operationsis
| , whichis assumedto begreaterthanor equalto o . Recall,o is thenumberof setelementsandsetnames.Tarjan

givesthetight upperboundof O(|C} � | �Xo&� ) [11, 12] for thisproblem.The } refersto theinverseof Ackermann’s

function which is a very slowly growing function. His solutionandearliersolutionsuseda path-compression

heuristic[13]. FredmanandSaksgivea lowerboundof p � |C} � | �Xo&�X� [14] in ageneralcell-probemodel.Gabow

andTarjanshow how to solve someimportantspecialcasesof thisproblemin O(| ) time [15].
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1:{1} 2:{2} 3:{3} 4:{4} 5:{5} 6:{6} 7:{7}

1:{1,2} 4:{4,3}

4:{4,3,1,2} 5:{5,6,7}

5:{5,6}

find(2)

find(4)

find(2) find(6)

Figure2: Disjoint-set-unionforest.

We now considertheanswer-validationproblemfor thedisjoint-set-uniondatatype. We will show that this

problemcanbe solved in u � | � time where | is the numberof operations.Note that this time complexity is

superiorto thecomplexity of actuallyperformingthesequenceof operationsasdiscussedabove. Oneapproach

to this problemin u � | � time usesthepowerful algorithmof Gabow andTarjan[15]. However, we shallpresent

asimplerapproachwith asmallconstantof proportionalitythatis tailoredto thisproblem.

Algorithm for Answer Validation of Disjoint-Set-Union

Input: sequenceof | operationstogetherwith argumentsandsupposedanswersfor thedisjoint-set-uniondata

type.

Output: “correct”, “incorrect” or “ill-formed”.

Declarations: Type treenodehasfields left and right. Type treeleafcontainsa list of pointerssuchthat each

pointerpointsto a treenodeor a treeleaf. Array activeset[] is indexedby setname.Eacharrayelementis apointer

to a treenodeor a treeleaf. Array whereis[] is indexedby anelementnumber. Eacharrayelementis apointerto a

treeleaf. Initially, all pointersarenil andlistsarenull.

In thefirst phaseof thealgorithmwe processeachoperationasit appearsseriallyusingthefollowing rules:

create(A,y ): If activeset[A] or whereis[ y ] is non-nil thenoutput “ill-formed” andstop. Otherwise,allocatea

treeleafandsetactiveset[A] andwhereis[ y ] to theallocatednode.

union(A,B): If activeset[A] or activeset[B] is nil thenoutput“ill-formed” andstop.Otherwise,allocatea treenode

andsetleft to activeset[A] andright to activeset[B]. Next setactiveset[A] to the treenodeandsetactiveset[B] to

nil.

find( y ,A): (whereA is thesupposedanswerto thefind operation.)If whereis[ y ] is nil thenoutput“ill-formed”.

Otherwise,whereis[ y ] points to sometreeleaf, denotedas tleaf. If activeset[A] is nil thenoutput “ill-formed”.
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Otherwise,activeset[A] pointsto sometreeleafor treenode, denotedas ] . As a result,every time afind operation

is performed,apointerto thecorresponding] is addedto thelist of pointerscontainedin thecorrespondingtleaf.

In thesecondphaseof thealgorithmwe shall traversethestructurewehave built:

Scanthroughthearrayactiveset[] to find non-nil pointers.It is notdifficult to seethateachnon-nil pointerpoints

to the root of a treemadeup of nodesof type treenodeandtype treeleaf. The treeusestheedgesin the left and

right fieldsof treenode.

For eachsuchtreeperforma depth-firstsearch.Whenever thesearchreachesa nodeof type tleaf traversethelist

of pointersthatit contains.Checkthateachpointerpointsto anodewhich is currentlyon thestackwhich is used

to performthedepth-firstsearch.This is equivalentto checkingthateachpointerin tleaf pointsto a nodewhich

is anancestorof tleaf in thetree.

If somepointerdoesnot point to an ancestorthenoutput“incorrect” andstop. Otherwise,output“correct” and

stop.

Theorem 3 Thealgorithmfor answervalidationof thedisjoint-set-unionabstract datatypeis correct.

Proof: A full proofof correctnessis notdifficult, but is detailed.First,weshow thatif theanswerto eachfind

operationis correct,thenthealgorithmoutputs“correct”. To demonstratethis, we needonly show that for each

find operation,thepointeraddedto a treeleafnodealwayspointsto ananswerof thatnode. First we show that

thefollowing two propertiesholdaftereachstepin theconstructionof theforestof trees.

1. Thenon-nil pointersin activeset[] correspondexactly to thesetsin existenceafterthis step.

2. Eachnon-nil pointeractiveset[A] pointsto the root of a tree. This treemayconsistof a singletreeleafor

bemadeup of treenodesandtreeleaves. Thetreeleavesin this treecorrespondto theoriginal setsthatwere

mergedtogetherto form thesetA.

Thesepropertiesaretrivially trueafter thefirst createoperationis executed,establishingthebasecase.Suppose

that they aretrue after the first n operations.We may assumethat the ( n + x )-th operationis a createor union

operationsincefind operationsaddpointersto treeleavesbut do not otherwisechangethe forestof trees.If the

( n + x )-th operationis a createoperationthe two propertiesareclearlymaintainedsincea new setis createdand

pointedto by a formerly nil activeset[] pointerandtherestof theforestis not modified.If the( n + x )-th operation

is aunion(A,B) operation,thenanew treenodeis createdwith childrenactiveset[A] andactiveset[B]. Sincethose

arethe rootsof treescontainingthe treeleavesrepresentingsetsmergedto createA andB respectively, thenew

treenodeis the root of a treethat containsall the treeleavesfor the union of A andB. This, in addition to the

updatesto theactivesetarray, preservestheconditions.
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Now considerafind( y ) operationwith answerA. Sincethisansweris correct,weknow thatA is eithertheset

in which y wascreatedor a setresultingfrom merging thatsetwith othersets.Let tleaf be the treeleafpointed

to by whereis[ y ]. In the first case,activeset[A] also points to tleaf. In the latter case,the tree pointedto by

activeset[A] will containthe tleaf. Thusthepointeraddedto tleaf processingthefind operationpointseitherto

tleafor to anancestorof tleaf.

Thus,we have proven that if thefind answersarecorrectthenthealgorithmoutputs“correct”. We will now

prove that if the algorithmoutputs“correct” then the answersgiven for find operationsarecorrect. We prove

thecontrapositive, that is, if theanswerto somefind operationis not correctthenthealgorithmdoesnot output

“correct”.

Considerthefirst find( y ) operationwith anincorrectanswerA. Supposewhereis[ y ] pointsto a treeleaf, call it

tleaf, which is partof a largertree.Thenif thecorrectanswerhadbeengiven,apointerwouldhavebeenaddedto

tleaf pointingto theroot of thetree. It might initially appearthatanincorrectanswercouldcausetheadditionof

apointerto a treenodeotherthantheroot,but thatis still anancestorof tleaf. Weshallseethatthis is impossible.

Thereasonthat this cannotoccuris thatwe have demonstratedabove thateachof thenon-nil pointersin the

activeset[] pointsto theroot of sometree,not to internalnodesof a tree. Sincethepointerwe attemptto addto

tleaf is to thenodepointedto by activeset[A], therearetwo possibilities.First, activeset[A] maybenil in which

“ill-formed” is outputandwe aredone. Otherwiseactiveset[A] is non-nil andthuspointsto the root of a tree.

SinceA is not thecorrectanswer, this is not thetreecontainingtleaf. Thus,thecheckperformedfor this pointer

duringthedepthfirst traversalwill fail and“incorrect” will betheoutput.

Theorem 4 Theanswervalidationalgorithmfor disjoint-set-unionhasa timecomplexity of O(m)for processing

a sequenceof m operations.

Proof: Theconstructionof theforestof treesclearlyrequiresonly lineartime. Similarly, asidefrom thepointer

checksperformedat treeleafnodes,thedepthfirst traversalof thetreesrequiresonly lineartime. Thusit remainsto

show thateachpointerstoredin a treeleafmaybecheckedin constanttime. Thismaybedoneasfollows. During

constructionof theforestof trees,eachtreenodeor treeleafcreatedis assignedanuniqueidentifierbetween1 and
| . An arrayof | booleansis createdfor usein thedepthfirst traversal. During thedepthfirst traversal,when

nodem is placedon thestackthe m -th arrayelementis setto true,andwhenit is takenoff thestackthatelementis

setto false.This arrayenableseachpointercheckto beperformedin constanttime. Sincethereareonly a linear

numberof pointersto check,oneperfind operation,only linear time is requiredfor all pointerchecks.Finally,

performingthearrayupdatesduringthedepthfirst traversalrequiresonly a linearamountof work. Therefore,the

entirealgorithmrunsin u � | � time.
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4 Answer Validation for Priority Queue

In this section,the answervalidationproblemandalgorithmusingcertificatesareto be discussedin detail for

priority queuedatatype. Firstly we shall give formal definition of priority queue. Secondlywe shall present

its answervalidationalgorithm. Thirdly someimportantpropertieswill be revealedandproved regardingsome

stackoperationsusedin thealgorithm.Finally thesepropertieswill beusedto furtherprove thecorrectnessof the

answervalidationalgorithm.

4.1 Priority QueueDefinition

A priority queuecontainsasequenceof
�b~a� SZ���Z�<�e���;S�� pairs,where

~a� SZ� is anumberfrom theintegerset ��x��s�s� ��� .
At any given time, thepairsin thepriority queuehave distinct item numbersthoughthevaluefieldsmaybe the

samefor multiple pairs.It is possible,however, for anitem numberto bereused.Thatis, thepair
� m��X��!V� couldbe

addedto thepriority queue,removedat somelatertime, andthenthepair
� m��X��#<� added,where �0! and �e# mayor

maynotbedistinct.Pairsareorderedasfollows:
� mX!:�X�0!V��� � m�#��X�e#5� if f �0!��9�e# or ( ��! � ��# and mX!��
m�# ). Wemay

alsodefine
� mX!:�X�0!V� � � mg#e�X�e#Z� if f �0! � �e# and mX! � m�# , but in thiscasethetwo pairscannotbein thepriority queue

at thesametime. In this paper, thefollowing operationsaresupportedby apriority queue:

insert( m ,� ): Add thepair
� m_�X�/� to thepriority queueif theitemnumberm is not currentlyin use.

( m ,� ) = min(): Returnthesmallestpair
� m��X�/� containedin thepriority queue.

( m ,� ) = deletemin(): Returnthesmallestpair
� m_�X�/� in thepriority queueandremove it from thequeue.

delete(m ): Remove thepair with item numberm . This operationfails if currentlythereis no suchelementin the

priority queue.

changekey(m ,� ): Find thepair with item numberm andchangeits valuefield to � . Sincethis operationmaybe

implementedasadelete(m ) followedby an insert(m ,� ), we donot considerit for therestof thispaper.

4.2 Answer Validation Algorithm

Input: Sequenceof operationswith answersto min anddeleteminoperations.

Output:“correct”, “incorrect”, or “ill-formed”.

Variables:
� �/T[T_SU� ���&~ �lS : A variableindicatingwhich operationis beingprocessed.

� �/TVTXSZ� ���&~ �%S � o indicatesthat the

o -
�a�

operationin thesequenceis beingprocessed.It is initialized to 1.
� ���ZSZT ���&~ �lS0��x��s�s� ��� : � ���:SUT ���&~ �lS0� m � containsthetimeof theinsert operationthataddedthepairwith itemnumber

m . Eachelementof this arrayis initialized to thespecialvalueunused.

15



� �����;S���x��s�s� �C� : For eachpair
� m_�X�/� currentlyin thequeue,

� �����;S0� m ��� � . For all theotheritemnumbersm , � �����;S0� m �
is undefined.
� ���V��SUTV� � �)�U� : This stackconsistsof quadruples

� � � ~ �lS��Xm_�X�;����� , where
� m_�X��� is a pair returnedby a min or

deleteminoperation,� � ~ �lS the time of theoperationreturningthatpair, and � a setof item numbers.Our stack

structuresupportsthefollowing operations:

isempty(¡ ): Returntrue if thestack ¡ is emptyandfalseotherwise.

push(¡$�5� � ~ �lS/�Xm_�X����� ): Add theelement
� � � ~ �%S��Xm��X�;����� to thetopof thestack ¡ .

� � � ~ �%S��Xm��X�;����� � pop(¡ ): Remove thetopstackelementandreturnit.
� � � ~ �%S��Xm��X�;����� � top(¡ ): Returnthetopelementwithout removing it from thestack.
� � � ~ �%S��Xm��X�;����� �@¢ m£o¤� � mb� : Find thestackelementwhoseset � containsthepairwith itemnumberm .
mg�5]b¥[¦ �X� � � ~ �lS��Xm_�X�;�����X� : Returntrue if f theargumentis thetopstackelementandfalseotherwise.
� � � ~ �%S<#<�Xm�#��X�e#����§#5� �B¨ ¦ �X� � � ~ �lS^!:�XmX!:�X�0!:���)![�X� : Returnthestackelementimmediatelyabove

� � � ~ �lS^!Z�XmX!:�X�0!:���e!V� .
© ��� �X� � � ~ �lS�!Z�XmX!:�X�0!:���e!V�[�Xmg#5� : Add theitemnumberm�# to theset �e! .
ª)«Z| ¥<� « � mb� : Remove m from theset � containingit. Notethat � is notanargumentto thisoperation.

Initially,
� ���[��SUTV� � �)�Z� containsthesinglequadruple

�d¬ x��_­/� ¬E® �Z���/�a�g� , where
� ­/� ¬E® � is guaranteedto be

smallerthanany pair. Wewill frequentlyspeakof onestackelement
� � � ~ �lS^!Z�XmX!:�X�0!:���e![� being“above” or “below”

anotherelement
� � � ~ �lS # �Xm # �X� # ��� # � . � � � ~ �%S ! �Xm ! �X� ! ��� ! � above

� � � ~ �lS # �Xm # �X� # ��� # � meansthat it is closerto the

top of the stack, i.e., that
� � � ~ �lS<#��Xm�#��X�e#����§#Z� was alreadyon the stackwhen

� � � ~ �lS^!Z�XmX!:�X�0!:���e!V� was pushed.� � � ~ �%S^!Z�XmX!:�X�0!:���)!V� below
� � � ~ �lS<#��Xm�#��X�e#����§#Z� meansthat

� � � ~ �lS§#��Xm�#��X�e#����5#:� is above
� � � ~ �lS^!Z�XmX!5�X�0!Z���e!V� . The

terms“immediatelyabove” and“immediatelybelow” meanthat thereareno stackelementsbetweenthem. We

maydroptheword “immediately” if it is clearfrom thecontext.

We now describethe pseudo-codefor the answervalidationalgorithm,which consistsof routinesfor each

operationanda FinalPhaseroutine. Note that an efficient implementationneednot storethe actualset in the

stackelement(a pointerto thesetsuffices),but theexplanationis simplified if we describethesetasbeingpart

of the stackelement.The variableCurrentTime is incrementedafter eachoperation.An exampleof how these

routinesfunctionis presentedin Table2. In thecolumnlabeled“Stackusedin validation”, thetop stackelement

is at theleftmost.

insert( m ,� ) (shown in Figure3): Checkwhetherthe item numberm is currentlyin use. If so,output“ill-formed”

andhalt. If not,set
� ���:SUT ���&~ �lS/� m � to CurrentTimeand

� ������S0� m � to � . Add m to theset � belongingto thetopstack

element.

( mX! ,��! ) = min() (shown in Figure4): First checkif InsertTime[ mX! ] is setto unusedandif Value[ mX! ] is not equalto

�0! . If eitherof theseis thecase,output“ill-formed” andhalt. Otherwise,popelementsoff the top of thestack
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Time Operation Answer Inserttime StackUsedin validation

1 insert(5,310) (-1,0,-̄ , z 5{ )
2 insert(6,210) (-1,0,-̄ , z 5,6{ )
3 insert(8,280) (-1,0,-̄ , z 5,6,8{ )
4 min (6,210) 2 (4,6,210,z 5,6,8{ )
5 insert(9,190) (4,6,210,z 5,6,8,9{ )
6 min (9,190) 5 (6,9,190,° ), (4,6,210,z 5,6,8,9{ )
7 insert(2,275) (6,9,190,z 2{ ), (4,6,210,z 5,6,8,9{ )
8 delete(8) 3 (6,9,190,z 2{ ), (4,6,210,z 5,6,9{ )
9 insert(12,170) (6,9,190,z 2,12{ ), (4,6,210,z 5,6,9{ )

10 insert(14,400) (6,9,190,z 2,12,14{ ), (4,6,210,z 5,6,9{ )
11 deletemin (12,170) 9 (11,12,170,° ), (6,9,190,z 2,14{ ), (4,6,210,z 5,6,9{ )
12 insert(3,290) (11,12,170,z 3{ ), (6,9,190,z 2,14{ ), (4,6,210,z 5,6,9{ )
13 insert(7,330) (11,12,170,z 3,7{ ), (6,9,190,z 2,14{ ), (4,6,210,z 5,6,9{ )
14 insert(15,200) (11,12,170,z 3,7,15{ ), (6,9,190,z 2,14{ ), (4,6,210,z 5,6,9{ )
15 delete(9) 5 (11,12,170,z 3,7,15{ ), (6,9,190,z 2,14{ ), (4,6,210,z 5,6{ )
16 deletemin (15,200) 14 (16,15,200,z 2,3,7,14{ ), (4,6,210,z 5,6{ )
17 delete(7) 13 (16,15,200,z 2,3,14{ ), (4,6,210,z 5,6{ )
18 deletemin (6,210) 2 (18,6,210,z 2,3,5,14{ )
19 delete(14) 10 (18,6,210,z 2,3,5{ )
20 deletemin (2,275) 7 (20,2,275,z 3,5{ )
21 deletemin (3,290) 12 (21,3,290,z 5{ )
22 deletemin (5,310) 1 (1,5,310,° )

Table2: Sequenceof priority queueoperationsillustratinganswer-validationalgorithm

insert( m ,� ) R /* ( m ,� ) is thepair to beinserted*/

if ( ±)o²� «Zª ]�³Em |C« � m � 6��¨ o ¨ � « � ) thenoutput“ill-formed” andhalt

±)o²� «Zª ]g³�m |C« � m �j�i´(¨ ª�ªe« oµ]�³Em |C«¶ ©�· ¨ « � m ��� �
© �^� ( ]d¥[¦ ( ¸Eo²�:� «Zª ¡$] ©�¹ n ),m )

Y
Figure3: insert operation

until thepair
� mX!:�X�0!V� is lessthanthatof thetop stackelement(it is possiblethatno elementsarepopped).If the

stackis initially empty, just push
� � �/T[T_SU� ���&~ �lS0�Xm ! �X� ! ��� ! � ontothestack,where � ! is anemptyset.Otherwise,

let
� � � ~ �lS<#<�Xm�#��X�e#����5#5� bethattopstackelementandcompare� � ~ �lS<# with theinsertiontimeof

� mX!:�X�0!V� . If
� mX!:�X�0!V�

wasinsertedbefore � � ~ �lS<# , output“incorrect” andhalt (in this case,theanswer
� mg#��X��#5� wasreturnedwhile the
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smallerelement
� mX!:�X�0!V� wasin thequeue).Otherwise,push

� � �/T[T_SU� ���&~ �lS0�XmX!:�X�0!:���)!�� ontothestack,where�)! is

theunionof thesetscontainedin stackelementsthatwerepoppedoff thestack.

min( m_! ,�0! ) R /*
� mX!:�X�0!V� is theanswergivenin theinput for thismin */

if ( ±)o²� «Zª ]g³�m |C« � m ! �j�B¨ o ¨ � « � or
¶ ©�· ¨ « � m ! � 6� � ! )

output“ill-formed” andhalt

�)! � o ¨ · ·
while (notempty(̧Eo²�:� «Zª ¡$] ©�¹ n )) R� © ]bm |C« #��Xm�#��X�e#����5#5� = ]b¥[¦ ( ¸Eo²�:� «Zª ¡$] ©�¹ n )

if (
� m ! �X� ! �»º � m # �X� # � ) R
¦j¥�¦ ( ¸�o²�5� «:ª ¡¼] ©0¹ n )
�)! � �)! union �§#

Y
elseif ( ±^o²� «:ª ]g³�m |C« � mX! � � © ]gm |C« # )

output“incorrect” andhalt (1)

else

exit from while loop

Y
¦ ¨ �§½ � ¸�o²�5� «:ª ¡$] ©0¹ nj� ´(¨ ª<ª)« oµ]�³�m |C« �XmX!Z�X�0!:���e!V�

Y
Figure4: min operation

( m ,� ) = deletemin() (shown in Figure5): Performthesameoperationsasfor min. In addition,remove the item

numberm from thesetcontainingit andsetInsertTime[i] to unused.

deletemin(m ,� ) R /* ( m ,� ) is theanswergivenin theinput for thisdeletemin*/
| m£o ( m ,� )
ªe«:| ¥<� « ( m )� ���ZSZT ���&~ �lS/� m ��� �/���0�ZS�¾

Y
Figure5: deleteminoperation

delete(m ! ) (shown in Figure6): First checkthat thereis a pair
� m ! �X� ! � in the priority queue.If not, output“ill-

formed” andhalt. Otherwise,let
� � � ~ �lS§#��Xm�#��X�e#����5#:� be the stackelementwith �5# containing mX! andremove mX!

from �§# . Now if thepair
� mX!:�X�0!V� is smallerthan

� m�#��X�e#5� checkthatit wasn’t inserteduntil aftertheanswer
� m�#��X�e#5�

wasgiven. If not, output“incorrect” andhalt. Next, if
� � � ~ �lS<#��Xm�#��X�e#����5#:� is the top stackelementwe aredone.
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Otherwiselet
� � � ~ �lS<¿§�Xmg¿��X��¿����§¿5� betheelementimmediatelyabove

� � � ~ �lS<#<�Xm�#��X�e#����§#5� . If
� mX!:�X�0!V� is smallerthan� m�¿��X�e¿5� , output“incorrect” andhalt. Otherwisetheoperationsucceeds.

delete(m ! ) R /* remove thepairwith itemnumberm ! */

if ( ±^o²� «:ª ]�³�m |C« � mX! �j�B¨ o ¨ � « � )
output“ill-formed” andhalt

�0! �À� �����;S^� mX! �� � � ~ �%S<#<�Xm�#)�X��#<���§#5� =
¢ m£o¤� ( mX! )

ª)«Z| ¥<� « ( m ! )
if ( � � ~ �lS<#3º � ���:SUT ���&~ �lS0� mX! � and

� mX!:�X�0!V��� � m�#��X�e#5� ) (2)

output“incorrect” andhalt

if ( � � ~ �lS<#3�
±^o²� «:ª ]g³�m |C« � mX! � and!istop(
� � � ~ �lSe#��Xm�#��X�e#����§#:� )) R� � � ~ �lS<¿<�Xm�¿e�X�e¿����§¿Z� =

¨ ¦ ( � � ~ �lS<#<�Xm�#��X�e#����5# )
if (
� m ! �X� ! �`� � m ¿ �X� ¿ � )
output“incorrect” andhalt (3)

Y
Y

Figure6: deleteoperation

FinalPhase()(shown in Figure7): In thefinal phase,we examinethepairsremainedin thequeue.For eachsuch

pair
� mX!5�X�0!V� form a correspondingtriple

� � ���:SUT ���&~ �lS/� mX! � �XmX!:�X�0!V� . Sort thesetriples by ±)o²� «Zª ]g³�m |C« andobtain

theresultinglist RemainderList. For eachelement
� � � ~ �lS<#<�Xm�#��X�e#����§#5� in AnswerStack, checkwhetherthereis any

triple
� � ���ZSZT ���&~ �lS/� mX! � �XmX!5�X�0!V� in RemainderListsuchthat thepair

� mX!:�X�0!V� is smallerthan
� m�#��X�e#5� and

� mX!:�X�0!V� is

insertedbefore© ]bm |C« # . If yes,output“incorrect” andhalt. Otherwise,output“correct”.

4.3 StackProperties

In this section,we list five propertiesof
� ���V��SUTV� � �)�U� that aremaintainedby the aforementionedoperations.

Thesepropertieswill beusedto prove thecorrectnessof theanswervalidationalgorithm.

For a stackelement
� � � ~ �lS��Xm_�X�;����� , we refer to

� � � ~ �%S��Xm��X�/� as its correspondingstacktriple (or triple for

short). The stacktriples are orderedas follows:
� � � ~ �%S ! �Xm ! �X� ! �F� � � � ~ �lS # �Xm # �X� # � if f

� m ! �X� ! �F� � m # �X� # � or

(
� mX!:�X�0!V� � � m�#��X�e#5� and � � ~ �lS^!E�O� � ~ �%S§# ). � � � ~ �%S^!:�Xm_!:�X��!V� is (immediately)above (or below)

� � � ~ �lS<#§�Xmg#��X��#5� if� � � ~ �%S^!Z�XmX!:�X�0!:���)!V� is (immediately)above (or below)
� � � ~ �lS<#<�Xm�#e�X�e#����5#:� . Thefield � � ~ �lS is alwaysdifferentfor

differenttriples(sinceeachoperationproducesat mostonetriple), andthereforetwo triplesarenever equal.The

following stackpropertiesaremaintainedthroughoutthealgorithm.
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FinalPhase() R /* executedafterall operationshave beenperformed*/

For eachpair remainingin thequeue

form triple
� � ���:SUT ���&~ �lS/� mX! � �Xm_!:�X��!V�

RemainderList= thesetriplessortedby
� ���ZSZT ���&~ �lS0� m �

For each
� � � ~ �lS<#��Xm�#��X�e#����5#:� on AnswerStack R

if (thereis an
� � ���:SUT ���&~ �lS/� mX! � �Xm_!5�X�0!V� onRemainderList

suchthat
� ���ZSUT ���&~ �%S/� m_! � � © ]bm |C« # and

� mX!:�X�0!V�`� � m�#)�X��#:� )
output“incorrect” andhalt (4)

Y
output“correct”

Y
Figure7: FinalPhaseroutine

Property 1 Theanswer-timefieldsof stack elementsare in strictly descendingorder fromthetopto thebottomof

thestack.

Proof: Whenanelementis addedto thestack,thevalueof CurrentTime is greaterthantheanswertimeof any

elementon thestack.Sinceelementsmayonly beaddedto thetop of thestack,answertime mustdecreasefrom

thetop to thebottomof thestack. Á

Property 2 Let
� � � ~ �lS ! �Xm ! �X� ! � and

� � � ~ �lS # �Xm # �X� # � betwo adjacentstack triples with
� � � ~ �lS ! �Xm ! �X� ! � immedi-

ately above
� � � ~ �lS§#��Xm�#��X�e#5� , then

� � � ~ �%S^!Z�XmX!:�X�0!V�C� � � � ~ �lS<#<�Xm�#��X�e#5� . More generally, the stack triples are in

strictly ascendingorder from the top to the bottomof the stack. Furthermore, sincethe answer-time fieldsare

in descendingorder, this impliesthat the pairs formedby the secondtwo elementsof each triple are in strictly

ascendingorder.

Proof: Thesecondpropertyis trivially truefor astackwith fewerthantwo elements,andis thereforetrueatthe

startof thealgorithm.Supposethatthestackhasthispropertybeforeamin or deleteminoperationis performed.

Let
� � � ~ �lS^!:�XmX!:�X�0!V� be theanswertriple for thatoperation.Let

� � � ~ �lS<#��Xm�#��X�e#5� be thesmalleststacktriple such

that
� � � ~ �lS ! �Xm ! �X� ! �Â� � � � ~ �lS # �Xm # �X� # � . If thereis no suchtriple, thenall stackelementswill bepoppedby the

min or deleteminoperationand
� � � ~ �lS^!U�Xm_!:�X��!:���)![� pushed,in which casethepropertyremainstrue. Otherwise,

all elementsabove
� � � ~ �lS<#<�Xm�#e�X�e#����§#Z� will be popped,sinceby assumptiontheir correspondingtriples are all

smallerthan
� � � ~ �lS<#<�Xm�#��X�e#5� , andhencesmallerthan

� � � ~ �%S^!:�Xm_!:�X��!V� . Similarly, all triplesbelow
� � � ~ �%S<#<�Xm�#��X�e#5�

aregreaterthanit andarein strictly ascendingorder. Thereforewhentheelementsabove
� � � ~ �lS<#<�Xm�#e�X�e#<���5#5� are

poppedand
� � � ~ �lS ! �Xm ! �X� ! ��� ! � pushed,theorderingof thetriplesis maintained.Á
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This propertyalso implies that for any given pair
� m_�X�/� , thereis only onestacktriple with item number m

andvalue � . This triple will have ananswer-time field equalto thenumberof themostrecentmin or deletemin

operationwith answer
� m_�X�/� .

Property 3 Let
� � � ~ �lS^!U�Xm_!5�X�0!�� immediatelyabove

� � � ~ �lS§#��Xm�#��X�e#5� , and ][ÃÅÄZÆ theinserttimefor theoperation that

insertedthepair
� m ! �X� ! � correspondingto thetriple

� � � ~ �lS ! �Xm ! �X� ! � , then ] ÃÅÄZÆ ºÇ� � ~ �%S # . ¿

Proof: Property3 is checked by min anddeleteminoperationswhenthestackelementcontainingthetriple� � � ~ �%S^!Z�XmX!:�X�0!V� is first pushedontothestack.Sinceelementsmayonly beaddedto thetopof thestack,andnoele-

mentin thestackmaybemodified,thispropertyis maintainedthroughoutthealgorithm.Notethat
� ���:SUT ���&~ �lS0� m ! �

maychangeif thepair
� mX!:�X�0!V� is removedfrom thepriority queueandanew pairwith itemnumbermX! is inserted.

This is not important,sincechecksinvolving triple
� � � ~ �lS^!U�Xm_!:�X��!V� do not dependon

� ���:SUT ���&~ �lS/� mX! � . Also note

that
� ���ZSZT ���&~ �lS/� m ! � may be examinedif the otherpair involved in sucha comparisonalsohasitem numberm ! .

This doesnot causeproblemssinceonly onepair with item numbermX! canbe in thepriority queueat any time.� ���ZSZT ���&~ �lS0� mX! � will bevalid for thatpair andtheinserttimeof any earlierpairwith itemnumbermX! is notusedin

any check. Á

Property 4 Theunionof thesetsin thestack consistsof thesetof itemnumbers of pairs in thepriority queue.

Proof: An insert operationaddsan appropriateitem numberto the top element. A delete or deletemin

operationremovesanappropriateitem numberfrom its containingset. A min or deleteminoperationthatpops

stackelementswill pushastackelementwith asetconsistingof theunionof poppedsets.Thereforetheunionof

all setson thestackdoesnot change.Á

Property 5 Givenadjacentstack elements
� � � ~ �lS^!:�XmX!:�X�0!:���e![� above

� � � ~ �lS<#��Xm�#��X�e#����§#Z� , for any m�¿ in �§# , � ���:SUT ���&~ �lS0� m�¿ � �
� � ~ �%S ! . For any m ¿ in � ! , � ���:SUT ���&~ �lS0� m ¿ � ºÇ� � ~ �lS # .

Proof: Consideringthefirst partof Property5, therearetwo waysthat m ¿ couldhave beenplacedin � # . First,

thepair
� m�¿��X�e¿5� couldhave beeninsertedwhile

� � � ~ �%S<#<�Xm�#��X�e#����§#5� wasthetopelement,or �5# couldhave initially

beenformedby theunionof sets,oneof whichcontainedmg¿ . In eithercase,thereis sometime ] thatis theearliest

at which
� � � ~ �lS<#��Xm�#��X�e#����§#Z� wasthetop stackelementand m�¿ wasin �§# . Notethata stackelementthat is not on

thetopof thestackcanneverbecomethetopof thestacksincetheonly operationsthatremoveelementsfrom the

stackaremin anddeleteminandthey endby pushinganew quadruple.Thus
� � � ~ �lS ! �Xm ! �X� ! ��� ! � musthave been

pushedontothestackatsometimeafter ] , sinceeventuallyit is immediatelyabove
� � � ~ �lS<#<�Xm�#��X�e#����§#5� . Therefore

±)o²� «Zª ]g³�m |C« � mg¿ � � © ]bm |C« ! .È
Recallthat if ÉsÊ vXËÍÌ:vgÎ hasbeeninsertedmultiple times,this correspondsto thelast instanceof suchinsertionbeforethecurrenttime.

Also notethatif this instanceof ÉsÊ v Ë Ì v Î is still in thepriority queue,then Ï�Ð ÑgÒ�ÓGÔ�Õ§Öb×gØgÙ£Ú/Û�Ü»×UÝ Ê v£Þ ).
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Consideringthesecondpartof Property5, item numbersmayonly beplacedin theseton thetopof thestack

(eitherby insertinginto anexisting setor from a mergeforming a new set).Thus m�¿ waseitheraddedto �e! when� � � ~ �%S^!Z�XmX!:�X�0!:���)!V� wasalreadyon the top of the stack,or it wasplacedin �e! during the operationthat pushed� � � ~ �%S ! �Xm ! �X� ! ��� ! � . In the former casewe have
� ���ZSZT ���&~ �lS/� m ¿ � ºK� � ~ �lS ! ºß� � ~ �lS # . In the latter case,some

stackelement
� � � ~ �lS§àe�Xm£àe�X��àe���:à5� wasoriginally on the top of the stackat time ±^o²� «:ª ]g³�m |C« � m�¿ � andmusthave

beenabove
� � � ~ �%S<#<�Xm�#��X�e#����§#5� , thus

� ���ZSZT ���&~ �lS�� mg¿ � ºá� � ~ �lS§à?ºá� � ~ �lS§# . In eithercasecasethesecondhalf of

Property5 holds. Á

4.4 Proof of Corr ectnessof the Algorithm

Theorem 5 Thealgorithmfor answervalidationof thepriority queueterminatesonall input. It outputs“corr ect”

if theanswers on theinput arecorrectand“incorr ect” or “ill-formed” if they arenot.

Proof: Clearlythealgorithmterminatessinceeachof theroutinesgivenabove terminates.Theinitial checks

against
� ���ZSZT ���&~ �lS���â � and

� ������S���â � detectill-formed input,soweassumethattheinput is well formed.Theproof

is in two parts:

Part 1: Weshow thatif all theinputanswersarecorrect,thenthealgorithmwill output“correct”.

We now checkthat min, deletemin, anddeleteoperationsdo not fail on correctinput. First for check(1)

in themin routine,let
� mX!5�X�0![� and

� mg#��X��#5� be any two answersfrom the input sequenceandlet
� � � ~ �%S^!Z�XmX!:�X�0!V�

and
� � � ~ �lS<#<�Xm�#e�X�e#5� betheassociatedanswertriples. Without lossof generality, assume� � ~ �lS)!,ºã� � ~ �lS<# . Let

]�Ã�ÄZÆ ��� ���ZSUT ���&~ �%S0� mX! � at time � � ~ �lS)! , i.e., thelargestinsertiontime of pair
� m_!:�X��!V� lessthan � � ~ �lS^! , theneither� � � ~ �%S^!Z�XmX!:�X�0!V�%º � � � ~ �%S<#��Xmg#��X��#5� or ][ÃÅÄZÆlºß� � ~ �lS<# . If not,

� mX!:�X�0!V�ä� � m�#��X�e#5� and
� m_!:�X��!V� waspresentin the

priority queueat time � � ~ �lS§# . But this contradictstheassumptionthat
� m�#e�X�e#:� is thecorrectanswerat � � ~ �lS§# .

Sincethis is true for any two answersin the sequence,the checkgiven at (1) cannotfail if all the answersare

correct.Secondfor check(2) in thedeleteroutine,
� m ! �X� ! � is thepair beingdeletedand

� � � ~ �lS # �Xm # �X� # ��� # � is a

stackelementsuchthat �§# contains
� mX!:�X�0!V� , which mustexist by Property4. We return“incorrect” if � � ~ �lS<#%º� ���ZSZT ���&~ �lS0� mX! � and

� mX!:�X�0!V�ä� � m�#��X�e#5� . But this meansthat
� m�#��X�e#5� wasincorrectlygiven asan answerat time

� � ~ �%S§# sincethesmallerpair
� mX!:�X�0!V� waspresentin thepriority queueatthattime. Thereforethischeckcannotfail

if all theanswersarecorrect.Third for check(3) in thedeleteroutine,let
� � � ~ �lS<¿��Xm�¿��X�e¿����5¿:� bethestackelement

immediatelyabove
� � � ~ �lS # �Xm # �X� # ��� # � , whichmustexist sincewedonotperformcheck(3) if

� � � ~ �lS # �Xm # �X� # ��� # �
is thetopelement.Thecheckreturns“incorrect” if

� mX!:�X�0!V��� � m�¿)�X��¿:� . By Property5,
� ���ZSZT ���&~ �lS/� mX! � �Ç� � ~ �lS§¿ .

Thusif this checkfails, the answer
� m�¿��X�e¿5� given at � � ~ �%S<¿ is incorrectsincethe smallerpair

� mX!:�X�0!V� is in the

priority queueat thattime. Thesameargumentasexaminingthecheck(1) showsthatthecheck(4) in FinalPhase

routinewill alsoalwayssucceedif all answersarecorrect.

Part 2: We prove that theif any input answeris not correct,thealgorithmwill output“ill-formed” or “incor-
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rect”.

Again, the initial checksagainst
� ���ZSZT ���&~ �lS/��â � and

� ������S0��â � checkfor ill-formed input, so we may assume

thattheinput is well-formed.Let ][å^æ7çXÄ[è bethetimeof thefirst operationwith anincorrectanswer,
� mX!:�X�0!V� thepair

thatis thecorrectanswerfor thatoperation,] ÃÅÄZÆ thetimeof thelastinsert( m ! ,� ! ) operationoccurringbefore] å�æ7çXÄ[è ,
and ]Vé_êgë thetimeof thefirst delete( mX! ) or deleteminoperationwith answer

� mX!:�X�0!V� occurringafter ][å^æ7çXÄ[è . If there

is no suchoperation,let ][é_êgë � ~ �:ì.� ~ � í . Thenduringourexecutionof theanswervalidationalgorithm,
� mX!:�X�0!V� is

markedasbeingin thequeuebetweentime ][ÃÅÄZÆ andtime ][é�ê�ë . Note that in a correctexecutionof theoperations

this might not bethecase.Let
� � � ~ �lS<#<�Xm�#e�X�e#5� bethelargestanswertriple occurringwith ][ÃÅÄZÆ3�O� � ~ �lS<#?��][é_êgë .� m # �X� # �Eº � m ! �X� ! � because

� m # �X� # � is not smallerthantheincorrectanswergivenat time ] å�æ7çXÄ[è . During thetime

periodtheremaybeseveraloperationsthatreturn
� m�#��X�e#5� , but ourorderingontriplesguaranteesthatweselectthe

lastsuchoperation.

Therearenow threecases.

CaseI:
� mX!:�X�0!V� is returnedas an answerat sometime � � ~ �lS)!\ºî� � ~ �lS<# . This could be the result of a

min operation,so this casemay apply even if ][é_êgë � ~ �:ì.� ~ � í . Clearly � � ~ �lS)!8ïÀ]Vé_ê�ë . At time � � ~ �lSe! the

element
� � � ~ �lS<#<�Xm�#��X�e#����§#5� mustbein theanswerstack,becauseit wasplacedonthestackat time � � ~ �lS<# andno

largerpair hasbeenreturnedasananswerbetween� � ~ �lS)! and ][é_êgë . Supposethat
� � � ~ �lS<#<�Xm�#��X�e#5� is actuallythe

topmosttriple afterpoppingany elementwith its triple smallerthan
� � � ~ �lS ! �Xm ! �X� ! � , thencheck(1) will fail since� ���ZSZT ���&~ �lS0� mX! ��� ][ÃÅÄZÆJ�Ç� � ~ �lS§# . Otherwise,let

� � � ~ �lS<¿��Xm�¿��X�e¿5� bethetopmosttriple of thestackafterpopping.

ThenProperty1 implies that � � ~ �%S<#l��� � ~ �lS§¿ , so ±)o²� «Zª ]g³�m |C« � m �¼� ]�Ã�ÄZÆÂ�ã� � ~ �lS<#%��� � ~ �lS§¿ andonceagain

check(1) fails. Whenit reachestheabove specifiedcomparison,thealgorithmwill fail. If not, it mustbedueto

an earliercomparisonfailure, stoppingthe executionof the algorithm. In eithercase,the algorithmwill output

“incorrect” andhalt.

CaseII:
� mX!:�X�0!V� is not deletedand is never returnedas an answer. Then

� mX!:�X�0!V� must be in the priority

queueafterall operationsarecompletebecausethereis no deletemin after time ][ÃÅÄZÆ with
� m_!:�X��!V� asits answer.

Thismeansthatthetriple
� ]�Ã�ÄZÆV�XmX!§�X��![� will bein thelist of remainingelementsconsideredduringFinalPhase. The

samereasoningasin CaseI impliesthat
� � � ~ �lS<#<�Xm�#e�X�e#:� will bein

� ���[��SUTV� � �)�Z� afterall operationsareexecuted.

Now let
� � � ~ �lS<¿��Xm�¿��X�e¿5� bethesmallesttriple remainingin

� ���[��SZT[� � �)�U� that is larger than
� ][ÃÅÄZÆZ�XmX!:�X�0!V� . Then,

if
� m�¿��X�e¿5�,6� � m�#��X�e#5� thetriple

� � � ~ �lS<¿§�Xmg¿��X��¿5� mustbeabove
� � � ~ �lS<#<�Xm�#e�X�e#5� in thestack,so � � ~ �lS§¿,ðñ� � ~ �lS§# .

Thetriples
� mX!:�X�0!:�X][ÃÅÄZÆ[� and

� � � ~ �lS<¿<�Xm�¿��X�e¿5� will fail in check(4) in FinalPhaseroutine,since
� mX!:�X�0!V�J� � m�¿��X�e¿5�

and
� ���:SUT ���&~ �lS/� m ��� ] Ã�ÄZÆ �Ç� � ~ �lS # ïÇ� � ~ �lS ¿ . As in thefirst case,if theabovecomparisonscaneverbereached,

thealgorithmwill fail. Otherwise,it canonly bebecausethatanearliercomparisonfailed,endingthealgorithm.

In eithercase,thealgorithmwill output“incorrect” andhalt.

CaseIII:
� mX!:�X�0!V� is not returnedasananswerbeforeor at time ]Vé_êgë , but is deletedfrom thepriority queueat

time ][é�ê�ë . Note that someotherinstance
� m_!:�X��!V� could be insertedandreturnedasan answerafter ]Vé_ê�ë , but this
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is irrelevant. At time ]Vé_ê�ë , � � � ~ �lS<#§�Xmg#��X��#����§#5� mustbeon thestack,sinceit is thelargestanswertriple with time

greaterthan ]�Ã�ÄZÆ . If mX! is in �§# , thencheck(2) will fail, i.e.,output“incorrect”, since
� mX!:�X�0!V�»� � mg#��X��#5� . If not, let� � � ~ �%S<¿<�Xm�¿��X�e¿����§¿5� bethestackelementwheremX! is in �5¿ . � ���ZSZT ���&~ �lS/� mX! � �Ç� � ~ �lS<# , sothisstackelementmustbe

below
� � � ~ �lS # �Xm # �X� # ��� # � , becauseotherwiseProperty5 wouldrequire

� ���ZSZT ���&~ �lS/� m ! � ºÇ� � ~ �lS # . Supposecheck

(2) succeeds,i.e., it doesnot output “incorrect”, theneither ±)o²� «Zª ]g³�m |C« � m_! � ºH� � ~ �lS<¿ or
� mg¿��X��¿5�f� � mX!:�X�0!V� .

However
� mg¿��X��¿5�3º � m�#��X�e#5� by Property2, sowe musthave

� ���:SUT ���&~ �lS/� mX! � ºã� � ~ �lS5¿ , in which casecheck(3)

will be performed. Let
� � � ~ �lS§à��Xm£àe�X��àe���5à§� be the stackelementimmediatelyabove

� � � ~ �%S<¿<�Xm�¿��X�e¿����§¿5� , which

mustexist because
� � � ~ �lS<#��Xm�#��X�e#����§#:� is above

� � � ~ �lS<¿<�Xm�¿e�X�e¿����§¿:� , thenwe have
� ���ZSZT ���&~ �lS/� mX! � � © ]gm |C« à by

Property5, but
� m ! �X� ! �`� � m # �X� # ��ï � m à �X� à � by Property2, socheck(3) will fail. Á

Wehave not shown thatall priority queueoperationsarecorrectlyperformed,only thattheanswersgivenare

thesameasthosethatwould have beengiven if all operationshadbeencorrectlyperformed.In particular, since

it doesnot returnanswers,a deleteoperationmay remove the wrong element. If that error doesnot affect the

answersto theotheroperations,we will not be ableto detectit. However we could definethedeleteoperation

to returnthepair beingdeleted.It is trivial to modify theprocedurefor deletein theabove algorithmto validate

thoseanswers.

5 GeneralizedPriority Queue

Wecandefinemax anddeletemaxoperationsanalogousto themin anddeleteminoperationsdefinedpreviously.

A generalizedpriority queueis a structuresupportingthepriority queueoperationsdefinedin theprevious sec-

tion andthe operationsmax anddeletemax. It is obvious that the approachin the precedingsectionprovides

linear-time validationfor theoperationsinsert, delete, max, anddeletemax. We now show how to validatethe

generalizedpriority queueoperations.

Definition 4 Basedon a sequenceof generalizedpriority queueoperationstogetherwith thesupposedanswers,

wederivea new sequenceof operationscalledtheminimumsequenceby:

1. Removingeverymax operation andthecorrespondinganswer;and

2. Replacingevery deletemaxoperation and correspondinganswerby a delete( m ) operation, where m is the

itemnumbergivenin theanswerto thedeletemaxoperation.

Everyotheroperation fromtheoriginal sequenceis copiedto theminimumsequencewithoutchange. Wesaythat

twooperations, uA! fromtheoriginal sequenceand uE# fromtheminimumsequence, arecorrespondingoperations

if
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1. Theoperation uA! is a deletemaxoperation, uE# is a deleteoperation, and uE# wascreatedfrom uA! by the

replacementrule givenabove; or

2. uA! and uE# are thesameoperation, with thesameargumentsbut not necessarilythesameanswer, and u�#
is theunchangedcopyof u ! .

Themaximumsequenceis definedanalogously.

Theorem 6 Let ¡ bea sequenceof generalizedpriority queueoperationswith supposedanswers. Let ¡&ò ÃÅÄ and

¡ ò¼ógô betheminimumandmaximumsequences,respectively. Thentheanswers in ¡ arecorrectiff theanswers in

both ¡ ò Ã�Ä and ¡ ò¼ógô arecorrect.

Proof: Let 1¼õ , 1&ö"÷�ø�ù ú , and 1²ö`û_ü�ù ú bethesetsof elementsin thepriority queueaftercorrectexecutionsof up

to operationu in ¡ , ¡jö�÷�ø , and ¡jö`û_ü , respectively. Accordingto Definition 4, it is easyto seethat if uA! and u�#
arecorrespondingoperationsin ¡ and ¡ ö�÷�ø , 1 õ v and 1 ö"÷�ø^ù õ w containthesameelements.Thesamestatementis

truefor correspondingoperationsin ¡ and ¡�ö�û_ü .
If theanswersgiven in ¡ arecorrect,this meansthat they aretheanswersthat would be given by a correct

executionof theoperationsin ¡ . Since1¼õ v and 1 ò ÃÅÄeùsý0þ containthesameelementsaftercorrespondingoperations

uA! and u�# , thecorrectanswersto thecorrespondingmin anddeleteminoperationsmustbethesame.Thus,the

answerson thesequence¡&ò Ã�Ä arecorrect.Similar reasoningholdsfor ¡&ò$óbô .
On theotherhand,if theanswerson both ¡jö"÷�ø and ¡�ö�û_ü arecorrect,we mustshow that theanswersgiven

in ¡ arecorrect. We know that 1¼õ v and 1&ö"÷�ø^ù õ w containthe sameelementsafter the correspondingoperations

u ! and u # . Supposethat the answersin ¡ arecorrectup to operationu ! . We may assumethat u ! is a min,

max, deletemin, or deletemaxoperationsincetheotheroperationsdo not returnanswers.SupposeuA! is a min

or deleteminoperationand u32! is theoperationimmediatelybefore uA! . Operationu(2# canbedefinedin a similar

fashionwith respectto uE# . Sincethe priority queues1 õ�ÿ v and 1 ö�÷�ø^ù õ�ÿw containthe sameelements,the correct

answersfor both min operationsmustbe the same.Thereforethe answergiven in ¡ for uA! is correctbecause

it is the sameasthe answergiven in ¡ ö�÷�ø for u # . Similarly, the above statementstill holds if u ! is a max or

deletemaxoperation.Á

6 Experimental Results

In this sectionwe evaluatetheuseof certificatesfor datastructuresasappliedto four well-known andsignificant

problemsin computerscience: the shortest-pathproblem,sorting, the Huffman-treeproblem,and the skyline

problem. We have implementedbasicalgorithmsfor theseproblemsandappliedthe approachesdescribedin
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Section4 andSection5 to implementalgorithmswhich generateandusecertificates.Timing datawasmeasured

in CPUsecondsandcollectedusingaSunUltra 5 runningSolaris2.6.

Thetiming informationreportedin thetablesconsistsof theruntimeof thebasicalgorithm(i.e.,nocertificate),

therun time of theexecutionthatgeneratesthecertificate,therun time of theexecutionthatusesthecertificate,

thepercentof savingsby usingcertificates,andthespeed-upachievedby thesecondexecutionof thecertificate-

basedapproach.The percentof savings is computedby comparingthe total run time of the two executionsfor

generatingandusingcertificatesagainsttwice therun time of thebasicalgorithm.Thespeed-upis computedby

dividing theruntimeof thebasicalgorithmby theruntimeof theexecutionthatusesthecertificate.At eachinput

size,betweenfifty andonehundredinputsweregeneratedandtheexecutiontimed.

Duringexperimentationit wasdiscoveredthattheoverheadof generatingthecertificatewassometimessmall

enoughto be within the timing error. This resultedin a few trials in which the reportedrun time for the first

executionof thecertification-basedapproachwasslightly lessthanthetimefor thebasicalgorithm.To avoid these

anomalousresults,timingsarebasedon twenty-five to onehundredrepetitionsof thealgorithmon eachinput. A

smallernumberrepetitionswasusedfor thelargersetsbecauseof theincreasedtimerequiredfor experimentation.

Therun time reportedin thetableis thetotal run timedividedby thenumberof repetitionson eachinput.

Apart from the datastructures,the implementationof both executionsof the certificate-basedapproachis

nearlyidentical to the implementationof the basicalgorithm. The only differenceis a parameterpassedto the

data-structurecode indicating whethera certificateshouldbe generatedor used. All code implementingthe

certificatesis localizedto themodulesimplementingthe datastructures,allowing thegenerationanduseof the

certificateto betransparentto theuserof thesemodules.Dueto spaceconstraintsonly anabbreviateddiscussion

of thealgorithmsis given.

6.1 ShortestPath

Given a graph � =
� ¶ ���?� with non-negative edgeweightsanda sourcevertex ��� , we wish to find the shortest

pathsfrom thesourcevertex to eachof theotherverticesin � . This is a classicproblemandhasbeenexamined

extensively in theliterature[10]. Our approachis appliedto Dijkstra’s algorithmwhich is agreedyalgorithm.At

eachstep,thereexistsa setof vertices ¡ to which shortestpathsareknown, anda set ³ of verticesadjacentto

membersof this set. Thebestpathsknown to membersof ³ areexamined,andthevertex � , with theminimum

pathlengthremovedfrom ³ andaddedto ¡ .

As shown in Figure8, a datastructurethatsupportsinsert, delete, anddeleteminoperationscanbeusedto

implementthis algorithm. Input graphsof � ¶ � verticesand � ��� edgesweregeneratedby choosinga setof � ���
distinctedgesuniformly from all possiblesuchsetsandthenrejectinggraphsthatwerenot connected.� ��� was

chosensufficiently large that eachselectionis connectedwith high probability, resultingin few rejections.The
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inputsizeswerechosento keeptheratio � ���	�
� ¶ � constant,for in practicetherun timeof thealgorithmis affected

by this ratio. Thecolumnlabeled“Size” in Table3 containsanorderedpair indicatingthenumberof verticesand

edges.

ShortestPath(� =
� �l� ¶ � ,� � ) R

/* ��� ¶A� = arrayof thebestknown pathlengthsfrom ��� , indexedby thevertices.

¡ � setof verticesfor which theshortestpathsfrom ��� have beendetermined.�
= priority queueof verticesin

¶ ¬ ¡ , with ��� ¶3� valuesusedaskeys */

��� ��� �j� ­
for �-6� � �
�j� � ��� ®

¡ �
�
for �Q� ¶

Q.
~ ���ZSZT �Z� �j� � � �X�/�

while
� � 6�
� �¨f� � � � «:·Í« ] «Z| m�o � �

¡ � ¡�PGR ¨ Y
for eachvertex � in Adj � ¨;�

if ��� � � º
��� ¨;��� � � ¨ �X�/�
Q. ¾�SU�>S � S ( ��� � � �X� )
��� � �µ� ��� ¨;��� � � ¨ �X�/�
Q.
~ ���:SUT � ( �j� � � �X� )

Y
Figure8: Shortest-pathalgorithm

Size BasicAlgorithm First Execution SecondExecution Speed-up Percentof

(generatescertificates) (usescertificates) Savings

20000,200000 0.83 0.88 0.39 2.13 23.49

40000,400000 1.90 2.00 0.88 2.16 24.21

60000,600000 3.04 3.19 1.42 2.14 24.18

80000,800000 4.38 4.56 1.99 2.20 25.23

Table3: Shortestpath
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6.2 Heapsort

Sortingis a fundamentaloperationin computersystems[10] andmaybe implementedwith a priority queue(or

morespecifically, aheap)by insert-ing all elementsandperformingdeleteminoperationsuntil thequeueis empty.

Input datawasgeneratedby creatingsetsof integerschosenuniformly from the interval � ­/�:xZ­e­e­e­e­e­e­ � . Fig-

ure9 showsaplot of timetakenby atwo-versionprogrammingsolutionandasolutionusingacertificategenerated

by theanswervalidationapproachfor priority queues.

Size BasicAlgorithm First Execution SecondExecution Speed-up Percentof

(generatescertificates) (usescertificates) Savings

1000000 2.85 3.15 1.19 2.39 23.86

2000000 6.62 7.49 2.52 2.63 24.40

3000000 10.85 12.40 3.88 2.80 24.98

4000000 15.42 17.80 5.26 2.93 25.23

Table4: Heapsort
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�
�
�
���
���
� �
���
���
���

��������� ���  ������!� �"�"���!� ���	 "������� #!������� #$�	 "�"���!� � �"���!� � �  ��������
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Figure9: Heapsort

6.3 Huffman Tree

Givena sequenceof frequencies(positive integers),we wish to constructa Huffmantree,i.e., a binary treewith

frequenciesassignedto the leaves,suchthat thesumof theweightedpathlengthsis minimized. This is another
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classicalgorithmicproblem[10] andhasbeenusedextensively in data-compressionalgorithmsthroughthedesign

anduseof Huffmancodes.Thetreestructureandcodedesignarebasedonfrequenciesof individualcharactersin

thedatato becompressed.In this paperwe areconcernedonly with theHuffmantree,interestedreadersshould

consult[10] for informationaboutthecodingapplication.

TheHuffmantreeis built from thebottomupandtheoverall structureof thealgorithmis basedon thegreedy

“merging” of subtrees.An arrayof pointersis usedto point to thesubtreesasthey areconstructed.Initially, o
single-vertex subtreesareconstructed,eachoneassociatedwith a frequency numberin the input. Thealgorithm

repeatedlymergesthe two subtreeswith the smallestassociatedfrequency values,assigningthe sum of these

frequenciesto theresultingtree.A priority-queuedatastructureallows thealgorithmto quickly find thesubtrees

to mergeat eachstep.

Data for the timing experimentswas generatedby choosinginteger frequenciesuniformly from the range

� ­/�:xZ­e­e­e­e­ � .

Size BasicAlgorithm First Execution SecondExecution Speed-up Percentof

(generatescertificates) (usescertificates) Savings

100000 0.40 0.41 0.21 1.90 22.50

500000 2.73 2.94 1.25 2.18 23.26

1000000 6.51 6.82 2.61 2.49 27.57

1500000 10.53 11.51 3.64 2.89 28.06

Table5: Huffmantree

6.4 Skyline

Given a setof rectangleswith collinearbottomedges,the skyline is the figure resultingfrom removing all hid-

den edges. The problem of computingthe skyline for a set of rectangularbuildings by eliminating hidden

lines is discussedin [17]. We usea plane-sweepalgorithmthat canbe easily implementedandis widely used

for computational-geometry problems[18]. It typically usesa priority queuefor event schedulingandmay be

amenableto certificate-basedapproaches.

Usinga plane-sweepalgorithm,we computetheskyline asfollows. Initialize a verticalsweep-lineto theleft

of all therectangles(we mayassumethatall rectangleareto theright of the P -axis). As we sweeptheline to the

right we maintainacollectionof theheightsof therectanglesencountered.For eachrectangleQ , theheightof Q
is addedto thecollectionwhenwe encounterQ ’s left edgeandremovedwhenwe encounterits right edge.The

heightof theskyline at any point yR� , is themaximumheightin thecollectionwhenthesweep-lineis at y � yS� .
A structuresupportinginsert anddeletemin operationis all that is neededto order the events,anda structure
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supportinginsert, max, anddeleteoperationsis requiredto storetherectangleheights.A priority queuecanbe

usedto orderthesweep-lineevents,andageneralizedpriority queueto storetherectangleheights.

Input datawasgeneratedby choosingintegral rectangleheightsuniformly over the range � ­/�:xZ­e­e­e­e­ � . The

y -coordinatesof the left edgeswerechosenuniformly over the range � ­/��T�­e­e­e­ � andthewidth of eachrectangle

waschosenuniformly over therange ��x��:xZ­e­e­e­ � .

Size BasicAlgorithm First Execution SecondExecution Speed-up Percentof

(generatescertificates) (usescertificates) Savings

100000 2.53 2.58 0.83 3.05 32.61

200000 6.00 6.13 1.72 3.49 34.48

300000 9.36 9.63 2.64 3.55 34.46

400000 13.42 13.82 3.74 3.59 34.58

Table6: Skyline

6.5 Experimental Summary

The dataclearly indicatesthat the certificate-basedapproachresultsin significantpracticaltime savings. The

secondexecutiontypically requiredonly 1/2 to 1/3theCPUtimeof thebasicalgorithm.For threeof theproblems

examined,thespeed-upwasgreaterfor larger datasets.This is not a surprisesincetheworst-caserun time for

thebasicalgorithmsis u � oAqsret.o&� , whereasthesecondexecutionof thecertificate-basedapproachrequiresonly

linearworst-casetime. Indeed,it is somewhat surprisingthat thespeed-upfor theshortestpathexperimentwas

nearlyconstantacrosstherangeof inputsizes.Thisappearsto bedueto thefactthatthealgorithmis executedon

randomgraphsratherthangraphsthatproduceworst-casebehavior.

7 Conclusionand Discussion

Run-timecertificatescanbeusedto efficiently checkthecorrectnessof computationalresultswith relatively small

time overheadandsoftwareredundancy. In thepast,a certificatehadto be customizedfor a specificalgorithm.

In this paperwe have formulatedand solved the answer-validation problemusing generalized certificatesfor

abstractdatastructuressuchasdisjoint-set-unionandpriority queues.Thesedatastructuresareapplicableto wide

classesof algorithms.Specificallywe have appliedanswervalidationto producecertificatesfor four algorithms

usingpriority queues:shortestpath,heapsort,Huffman tree,andskyline. Theexperimentalresultsindicatethat

thecertificate-basedanswervalidationhasfault-detectioncapabilitysimilar to thatof two-versionprogramming,

but with far lessoverheadandup to a 3.5-fold speed-upin executiontime. Furthermore,asthesizeof thedata
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setsemployed in the algorithmsincreases,the advantageof certificate-basedapproachis even more obvious,

makingitself particularlyattractive for low-overheadenhancementof thedependabilityof operationsassociated

with computationallyintensive applications.

Thecertificategenerationis encapsulatedby thepriority-queueimplementation.Thus,thecertificatesarenot

tailoredto thespecificalgorithms,andthistechniquemaybeappliedto any algorithmusingpriority queues,either

in isolationor in combinationwith otherdatastructures.

If theoriginal algorithmusesmultiple abstractdatatypesandthereis anefficient answervalidationfor each

of them,we cangeneralizeour approachby leaving behinda generalizedcertificatewhich consistsof a separate

certificatefor eachof the abstractdatatypes. The effect on the speed-upof the secondexecutionwill be cu-

mulative. Furthermore,thecertificate-basedapproachcanbe usedjointly with otherfault tolerancetechniques.

Multiple answervalidationalgorithmscanbedevelopedto generateandreadmultiple (but different)certificates.

Thesealgorithmscanbeimplementedby separateteamsof individuals.A generalarchitecturefor theinteraction

of thesealgorithmsis animportantfutureresearchtopic. Theideasdevelopedin
�

-versionprogrammingcanbe

usedasguidancein exploring suchissues.

Anotherapplicationof theanswer-validationtechniqueis to run ananswer-validationalgorithmconcurrently

with the algorithmthat usestheabstractdatatype. The answervalidationalgorithmactsasa monitor ensuring

thatall interactionswith theabstractdatatypearehandledcorrectly. This is valuablebecausemany algorithms

spenda largefractionof their timeoperatingon abstractdatatypes.

Theabove techniquesalsosupportfault-detection.Oneapproachto a fault-tolerantsolutionis to implement

theabstractdatatypewith a repairabledatastructure[19]. Whentheanswer-validationalgorithmdetectsanerror

a repairmaybeattempted.If successful,continuedexecutionwill bepossible.
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